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1. TCP SYN flood ZZoj| CHall 712 HI2AH MHst 2427
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(2) 27| HZEY oA : S2UHO[UETE SYN TiZIE ELfD M= o]0 SEBHA SYN+ACK T3l
2 HUCH M= Z2I0|HE7F ACK IiZl2 ELHE mi7tA| SYN Received AEjZ2 LA A|ZHS 7|
CHof 5t, 189t JHAh= 7H4e| S20[AUER 2R3t SYN IIIS £Ql0| THS0| Ao 2
O=2M MHC| 7t FA| BHA £8 25 SYN Received AE{ZE BHE £ UCL

QE AHZ :

(1) BEREIHAE F4 @ Smurf(ping flooding) &2 s{ESiCt.

(3) mizlo| LHE : AL|E(Sniffing) 320l sHSHt

(4) Ar22to| HsH 23| : MM 510|2 (Session Hijacking) &Z0i| sHESIiCE.

(5) 224 : MM 5t0|aHZ (Session Hijacking) SZ0]| SHESHTY.
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(1) sl : ele Zolo| HIo|HE nHE ZO0|2f HIOIE1E OfEst= t=O0lCt. 2= stoflM Of
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(3) HAME : MBAE i*?_lﬁh_'_ MBAZL Gl A A0 MEYCH=E AHRS HEHHE O 0|18
otefi, §9 ZJZP—':-'-AMI REAL =2|4qoz ZeE MY el YEE ToiCh 371 7| 7|8t
T2 (PKI) 7|&&Hol|lM MM FO[ZE MAZAL| SHA|(HASH)ZtE MYARLL| THQIZ| (MR HAH MY
)2 HeE(Y §§f)°F HOZA RSAAGIM ZH= PKCS#7 o BFO| 2| AMEE|R QUCh CA[E
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(4) ASM : MAt ME2| HSO| East S| (HAMIEHE MAMTEASEER BI))0| 2[4
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@ H|ZH (Confidentiality)

@ FZ4(Integrity)

® F2IEZ|(Non-repudiation)

@ 7t8-d(Availability)

® Q& (Authentication)
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(1) H|2UA : Bell-LaPadula 22 0] 2EE 2|9 HOF QElz HOF QA = 7|UM ZEZSH},
QE A3 :
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4. YEQF 0S| 3AE FA(IP )t HEE 2A41Z FAL(MAC )5 E2/A LFOM &
£ 7I2A= Hlof 8=l 34 71827

@® Smurf 34

@ Teardrop &4

® DDoS 34

@ ARP Spoofing &4

® Phishing 34
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(4) ARP Spoofing : 22| SLIY(LAN) St & ZH Z2EZ(ARP) HAZE O|83H0 &
Chbo| Hoje] mizlE SM 7I=2M= A 34 7|#OICh &, SHAZE 71 MAC 248 A
Het SEO[AUEA L ECt.
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(1) THASRE = Z|4] 7|8k QS0 ARSSHCt.
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@ Diffie-Hellman

@ SHA-1

® AES

@ DES

® RSA
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(5) RSA : A00 Falf 22| 02420 7|=StCt.

QA3 :

(1) Diffie-Hellman : O|AMTHs EA|2| 0{2{=20] 7|=3HCt.

(2) SHA-1 : sli#le E4 (LY, 25 WY )0l 7|=sHCH
(3) AES : SPN 20| 7|zstLC}.

(4) DES : HO|A™ R0 7|3t}
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8. CtE NTFS HmtEA|AHIO| Chot 4 & A &
@ IHE|N0| ciet ¥ #st Yol Jtse

@ AMEAE ClAT AR 32t Ao 75
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(1) ¥ st : 2749] ACL(Discretionary ACL, System ACL)2 O|83t0{ & #sh2 HAst
Ct.

(2) A8 S Ao 1 QuotasE 08310 ARBANE ClAT ALBES AletetCt.
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(1), (@), (3), (5) “CESHY 0|8F2 % HEHS F0f| st HE" H45R3(HEES 2|1
ARO[ 21Y S)0fl BAIE YEEZ 2|1
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- QuEmol AJfet Ut mE HOL|S QA H
@ CC

@ BS 7799

® ITSEC

@ TCSEC

® TNI
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(1) CC : CC2l= 7|82 2 TCSECH} ITSECE Egtx
HZOZ £9I1%|QCt. PP, ST, TOEEt= Q= IAHE A
QA3 .

(2) BS 7799 : HE HOI AY AlAHO| Y, 43 U LA 43t 2F AFSS Mt 2
o= FZolch 1995\ ¥Z EZO2 AHE ZO2 1999 HHS HH ZHEZ37|T(S0)
ols =X BEROZE HHEUCHISO 27001).
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Ct. 1996101 =2t0] Lot 19991AM| =4
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P

st & Eot R|-IMO|Ct. TCSECO| 7|2dTE ZZ
2dS ZOtS AMIAISHRALE.

(4) TCSEC : &3] Orange BookO|2t1 EZM, Rainbow Seriesgts 0] ZHEE 2EM £ 5O
Ct. 1960 ACHRE] AIZHEl ZFE EHQF H3E &30 1972H0| 1 Z|lo| &=t 1983H|
0= ZE 20t XY= MA 22z SHEIULD 1995H0 SASHE|RALCY.

(5) TNI : &3] Red BookO|2tal H 2, Rainbow Seriesgt= 0] 22 2A £ SiL0|Ct, LAN
1t QIE2{(Intranet) 2| HOHS CHELY.

11. @ F7[0| chet dFo=Z 71 |4 H¥2 W27
@ @ AMH|A AREARS| PC A&A0 Y H

@ ¥ MH|2o| NS |AISH= O A 2+ US
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@ F7|= Java Script 22 4 7Y ANE
© dE YEE XHASHA| @b= HTTPE 2t

ol
-
N



i)

R EE

(4) Java Script2 ZZ0| 87} : 2t AJZEE document.cookie 402 T7|E 1, 9f
1, M 4~ UCh

QL A3

(1) AFBALS| PC AMEAA0 AHZ : QEU ALEAITL OfHEt YWAIO|ES WEE H2 1 AOIETL AL
8511 U= MHE Sofl QU AL8Ate| ZFE| Hx|El= 22(4KB) 7|8 A& mbo|ct

(2) MME |2l : F7le G F7Iet MM F7|7t Ul MM FIl= HME RAISH=H AHEE
_/'\_ O||:|-

(3) M2 715 & : FI0le M2 7I50| U1, S2O0IAUETL Mo H&E of 27|18 HEs2
2 M7t sl d2 7|ES A 4+ rt
(5) HEHEE : YutHo=R HTTPE= Fall(stateless)OlCt. &, HAS W AHAS B3O=2H 0f
et ME] FEE 7k UA| =Ll Ol Hetst7| lsi 7|5 AESiCY.
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13. AHZEA (Kerberos)0j| CHgt 4H & Z= A2?

O AHZAE 77| YSE AESH| WiE0| 2440 Lt

@ FHHEA M= MHRISS 2l6i X.509 QISME O|83tCt

® AHHEZEA M= UZ AHe} E[ZI LAMHE LY EICL

@ 2ASZ MH7} ARZAA LSS E|IZI2 AR & + glCh

® HHEAE two party QIS ZEESE AR % Hx|7t HE[SC).
&)

HE A2 -

(3) 2US Mt E|ZILAHAME : AS(Authentication Server)?t TGS(Ticket Granting Server) =
TG =t
R A3 :



(1) 3717 &= : 7| YSE ARBSiCt A&l 1ty F0 LRES 37| Y32 ABYE +
UAR|TH HA| Mo 2= Y7| 2o E 7[HC = SiCt

(2) MH 21Z : SZI0|AET} E|ZU(Ticket) S Sl HU2 EILARMIZ(TS)E O|EStiCt

(4) EIZ! AARE @ 2001 A| shH Zl=|H, |5 7|7t W MAREO| 7HSSICt

(5) two party Q& Z2EZ : two partys AtHet SZIO|HEDT ZAsH= 0|1, HHRAE=
TTP(Trusted Third Party, 4Z2|=l ME ILDiE|) QF ZZEZO|CHEZI0Y, MH, QIS AMH %
E|ZILAMEHIE Z2H).

14, 22 3471 €2l C =203 oiuat M3 mlof| 2teh ZHOo|Ct AAlEl FHE2EE {fF
& 4 Q= ZZoz T3 AMglst 27

$1Is -1

total 20

-rwsr-xr-x 1 root root 12123 Sep 11 11:11 util
-rw-rw-r-- 1 root root 70 Sep 11 11:11 util.c
$ cat util.c
# include {(stdlib.h)
void main() {

setuid(0);

setgid(0);

system("/bin/bash");

}
® Eavesdropping &4
@ Brute Force 34
® Scanning &4

@ Backdoor 54

©® IHARE {F 34
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g8 A3 -

(4) Backdoor : BZAH ME0E S3i H TUL SetUID HIE7 LS| Uk ol BHA

7t SiY s HlSIH RE HUSHS = Qojeich A3 mo| LHE2 SHAH(user id)E

RE=Z 2¥s5t1, 3349 1&(group id)g REE 2st & H(bash shell)& 2SIt

F H3H :

(1) Eavesdropping : E&&

(2) Brute Force : 7kt RE %

(3) Scanning : IP £2 ZEJ} AU=|S EQI517| LISHA
=

(5) HAQIE 83 : Z02 Yot

15. o8 & SAAUSMO Z&ER| 42 A27
@ 7tAte| O|IF

@ 7tUAte] MAMBHSEE

@ SUUS7IHe M7



@ SUASM9| LHHS
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(3) SAAUS7IHL| AME7I= SUAS7IAQ HA7|ZA SUAS7|&20| 7t U0{oF stE=
o

MOl Chg 2450l Ajgto] ZEEl0lf Bick, 1. ekl ol(Helel AS0S HE TED, 2.
ThRte] MANTASZHE, 3. 7HUAIt BOIQISIIRO| OIGoHs ZAME WA, 4. ZIRISAC]
w3, 5, ﬂo_lo_% 10| QE7IZL 6. BUUSTITO| YA 5 FAASY|BYS oY 4 Qs

16. ARIO|Lt EIAE HAIR] £0f CIO[EE & EO|A| %Al 24st= 7|H22M, 9.11 E2f Al
Hl2{2|AES0| 52| t3tE 24 5t7| fI6i ALESH 7["27

@ HAME

@ 37| &=

® AH|7t=2t0] (Steganography)

@ FA|A 3F

® 37| &=

Si&)

dE A3 -

(3) AH7tlT2tm| : HAIR[] HEE HAl Z3HA| St= ZA0| ORI}, HIAIRC| 22X ZAHE &71=
7|Ho|ct. HAIRIE &7 E= YHE 27 =T HAIR9 HE2 Y =&F0t

QL A3 :

(1) HAME : MBAE i St MHAZL Half HALZAMO| MEIMCH=E AHEE LiERH= H 0I&
S, Ed HAEMO| AR =2(Hoz ZghE A HEfe| YEE SICL I 7| 7|8t
T2 (PKI) 7|&&Hoj|IM 117~M1°40IEF HAHEMO| SHAI(HASH)ZtE MEALL| 7HRI7| (MAMBUEH
)2 HeH(Ys3shst A=A RSAAOIM THE PKCS#7 2| 0| 22| ARZE QUCt CA[H
ME2 S ARle| AHYUS SFots 2Aj0|w, HMAME2 1 Ao EY TAMAM ArEsh=
JEo|ch

(2) thY7| &= - 2SS (HIRY], HISIH)2t 5537|(HIR7], HISH)7t SLst 4SS 2JD|Sit.
&7} w2l 7| S 24174 ACh

(4) BAA 3Y : LSS £Z77F HTHEOIA O Are(statement)O| 20[2k= XS SEE
o, 1 2&0| 2 HA ORE A3t o HE L2E|X| 9= interactivedt KRS SEStC; 0f
=01, HZ|A0A HAQEES LSSHA| 1 WAQEES LW UCh= ARE SES= A o
ct.
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17. 22 dEE39| 3t 7|2 7 & FA oist 2Ft?

Hoto] gl= ArBAE2 ARH AIAH
of MEEl= HlojEfe| LHBES & + 84l 5t 71s
@ H|YH (Confidentiality)

@ 7124 (Availability)

® Al2|4 (Reliability)

@ FZ4(Integrity)
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22 2H (Accountability)

(1) HIZGIEY) « ATHE MR, Q7HE T2 MA, QA7E A|A”TIO] & M0 2730 AlA
ol YISO &S 2fD(THCt

QE A3

(2) 71849 : A7HE ALBAZL A0l 2L M A §lO| Adte A E= M| IS ALE

=

g == UO{OF 5t= HRE Qlotct

(3) HZEY @ o=z Ao Oieh Zato| AYS RAISIE AR FYHLE YHAAHS ALS
UM LA 279 Td QU0 A2lE ESS A6 ZE S + UEE o &#F= &
Alsk= ZAO|Ct.

(4) 274 : Mo LI80| BUHOR MY EE HAELL AHER YES HEEO0} sH A
2o| ojnjaict
(5) MUZZY : AIBA AlE U BS ZAt 2MS 0j0j5kn, HYNORITE BTk
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18. Ct2 & HAr &72E flgt A8 FtE 7[¢e| MARR|E Z2EE27
@® SSL(Secure Socket Layer)

@ PGP (Pretty Good Privacy)

® OTP(One Time Password)

@ SSO(Single Sign On)

(® SET(Secure Electronic Transaction)

i A)

JE A3

(5) SET : MMzl LAIREA MEIG1t Q-GS HS5H7| 250 QUF, HILY S| Hot 7
3 28 7158 ARSH=s MR M8 ZZEZ0|C)

QE A3 :

(1) SSL : ¢ H2texjet € Adf Zi0] GIOJEIS Okl 17| 93t ¥ BEZ Z2EolC,
2 HBEOH OILIZt Y & FOHFTP) 5 CHE TCP/IP OfS2I70IM0 288 4 Suck,

(2) PGP : Ao QHHNS QI3 19914 TIZ2| Phil Zimmermannd| olsf HE AW
Hotb A|AEHIO|CE,

(3) OTP : THE HIUHS ChAl AFEK DR MEZ HHRKS US| HILMSOITL S/KEY %4,
AIZ S8t WA, BRAN/SY WA, OME 7|5t WA S| ULk,

(4) SSO : BE QIS stte| AIAROIA Sitts 2f0|o[C, AJARO] B CH7t E|0{= StLte| AlA

OI



HojlA QS0 H35HH, CE A|ARI0 CHEE 2 AHStE RS Y=Lt 0l245h M4 HEfo| tHEH
Ql 21F oz = FHHEA(Kerberos)E 0|88t J=2| ME|H C|HEZ|(Active Directory)7t
UCE

19. HHESE Qs AFREl= d4| &4 (Hash function)Oll CHEH MH = 23| %42 ZH2?

@ 012 si$Ztoll CiEsh= YUHUS ot A0 AMHLZE ofFELL

@ FZYE HI3st= HAR| 2F ZE(MAC) L HAAMYHO| AL EIC

@ oi3lgtel S52 £H3 70| YHJZECH 37| WE0| LS

@ SYst siHAte 2= M2 O YHUSE Hots 40| AMHeZ ofHLCt

© YHte| Zo|7t JpHo|EEtE 1Y E ZHo|o s{4ZtE SHsStict

i A)

dg A2

(3) &= @ UHI0| SHSUELE 37| W0 DMSICE =, U™ HAXE ALSHM SEH &
HAU0| 22 HIAZISO0| EHM5t0 SFO0| LS.

QF A=

(1) si+lztoll ti8sk= Yt © YWY S o|o|gict.

(2) MAC 2 ZZMTE : HMACZH Z0| MACE Tt M sli2lE O0|8& &+ ULCL £=E wEH of
7] Slsh HIAIRIQ| sH4{Ztoll MHE STt

(4) M2 CH2 YA @ 28 S5 WHYE 2ojsic

(5) ¥z Zolo a4zt : U=O0| 1bit =2 1Thit2te nHE Zo|e| £¥E JIRICt

20. CHYZ| S0 et HEoE 2| 2 A2?

@ 37| L& WARHL S5 {7} 2L}

@ H|E7| ’E |7t 2of 2E U535 L= WalzICch

@ HEAQI j7| ¥ Yne|FCE AES, SEED 0| UCh

@ XA A SYSH HIYI|E R0 ECt

©® HIE7| SFE 2o 3717 €5 LA0] A8 2 £ ULk

i)

R HA :

(2) HIZZ| ZO| : AESQS| Z< H|Z7|Q| ZO|7t ZOA|H 2tRE 7t J76t0 USS {27t &
H2ICt

HE A2 -

(1) g58t &= @ 37| YS= F 719 #8314 40| 7|Htetr| mZo, HAIRE Y535t 2 5
S35t otz Aol o2 THAQl A= AHMO| SO{ZHC). [MEtM CHA7| 2S0)| HISIH £=7t 0ff =
2|Ch= HES 41 UCh

(3) ¥12|Z : DES, 3-DES, AES, SEED, Blowfish, IDEA, RC4, RC5, RC6 S0| Za{3tC},

(4) SYLst H|Z7| @ 2353579 553177t SYSICE

(5) HIEI| 35 : 3M7IE MEBSHH LS37|= S/5t7| WEo| ia7[0 LMlst= 7| S 24

7t 8L



