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Q) |e(e) sitel ez HMojsle iRe 22kl 77| 28
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@ M0 (ransomware)
HE A3 -
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@ ARP AZY P Az DNS Az
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5. 212 SSL/TLSOIM ASoIZE
©0f| £0{Z SSL/TLS MA|A|E HIZ

SHE40|2 (handshake) 1t&OICt @),

E20|HE
ClientHello
< ServerHello
< ( a )
< ServerHelloDone
( © ) >
ChangeCipherSpec >
Finished
“ ChangeCipherSpec
- Finished
Q@ ©

@ ClientRequest ClientHelloDone

@ ServerKeyExchange
® ClientkeyExchange
@ ServerKeyExchange
dE A3 -

(4)

ClientHelloDone
ServerKeyExchange
ClientkeyExchange

SSL/TLSOIM A#3013S ot ZR9| HEH0[Z HHOICE A2 RAZ dSQ1E2 245HA
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(3) Certificate
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(4) ServerKeyExchange
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(5) CertificateRequest

M7t SEI0IAEAH ASME 7St

(6) ServerHelloDone

ME7F 25 HAZ|Q] 25 LIEFHCH

(7) Certificate

MEQ| CertificateRequest HIA|Z|0f LSt 2Eoz Z20|HET}
MEHOAH AHAI2| QISME &SI

(8) ClientkeyExchange

(4)9] ServerKeyExchange HAIZ|0] CHE3l0] 23St 7| Wt
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MHZEE CertificateRequestE 22 £ 220[HEE A
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(10) ChangeChiperSpec

0| BIAIZIS OIQOHM °*;% HIY + AL

(11) Finished

(12) ChangeChiperSpec

A1H17f SEOIAEN UBE wSItAL HANE ASEL

(13) Finished

MHE Z2}0|AHENH Finished HAIXE Z4&3tCt.
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# Copyright (c) 1993-2009 Microsoft Corp.

#
# This is a sample file used by Microsoft TCP/IP for Windows.

—— e e I ey —
i e — T

# Rdditionally, comments (such as these) may be inserted on

# individual

# lines or following the machine name denoted by a '#' symbol.
#

# For example:

#
# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme . com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 3 o localhost

@ hosts
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@ services

HE A= -

(1) hosts : P2} EH|Ql O|ES 7tAl QULCL
QE AHZ :

(2) networks : HIEQIT CHHO|| CHSH O|&(&E)S 7HAIL RUCt.
(3) protocol : TREZ ZF HSE 7tA|1 QUCH
(4) services : Ol 0|8, ZE He, Z2EZEZ 7|1 UCt
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H 27| 4o H|2!7| 44

13. ¢ J%e| 4 @, O0M no| 7Y uf, g2 AIEZ & U
® 2

@ 3

®4

@ 7

HE A2 -

(3) g= n2| prime root modulo(AIZ)0[Ct. {22 30| AAIZO02FH 32| (1HE 6)5S n
O=F RFE o AWt 0nt 72 AHQISt BE AL Ligtof SiCh 39| (18E 6)52 nlZE A
2 22 si2H (3, 2, 6, 4, 5, 1)0|2l= <A} LIEB=E A2 =S =S} 0§ &
0, 3 mod 7 = 1, 3 = mod 7 = 2 S} Z0| AASHH EICt,

RE A3 :

(1) 2= (188 6)5 Z82(n) Z7t 0t 78 MRSt ZE <APE LIRXA| 9feoz JAZ0| E
= QUCh

(3) 4= (18H 6)& ZEE(n) 227t 02t 72 AHLQISt ZE XAt LA gtz AIZ0| E
4 QlCh

(4) g= HAIZQ| 20| Qs nECh 22 ~(0FE 6)0{0F &LICL. I2E2 72 oM AH2lst
Ct.
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14. 9 J—0IM AMBAL A, B7} Md5H= HIZZ| 2ot SYst a2 +#ot= A2? (B, mod & Lt
HRE stz HLA0|L, ¢ (n)= Y2 Totient &<40|LC}.)

® g®® mod n

@ g®*® mod n

® g™ mod ¢ (n)

@ g°® mod ¢ (n)

HE A3

(M

Ar82E A Arﬂxr BRRE| £M5t yg = g° mod nofl AHAQ| L4 o A HIYI| = yg* = (g°

mod n)? = g® mod ng HAICY,

AR} B @ AMRAF AZHIE 2415t v,
mod n)® = g™ mod ng AHAFSICE
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i
el
=S
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M
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g® mod nofl AHAlQ| Lt ya = (g



AE2Xo= AMBZF A, BE SYSH H/YI| ¢g* mod nS 7kAIAH ECh

15. 282 2l5A0A Is - | BHS M5 Zuo|ch. change THYUO| T3t MHoz g %27
cee
File Edit View Search Terminal Help
$Is -l
total 56

-rwsr-xr-x 1 test test 20 May 5 19:46 change
drwxr-xr-x 2 test test 4096 May 3 21:52 Desktop
drwxr-xr-x 2 test test 4096 May 3 21:52 documents
drwxr-xr-x 2 test test 4096 May 32152 Downloads
-rw-r--r-x 1 test test 8980 May 3 21:45 examples.desktop
-'w-r--r-x 1 test test 189 May 5 20:34 fmtstr.c
-rw-r--r-x 1 test test 206 May 5 19:25 list.ixt

@ change IIY2 setGID HIEZ} Y0 QUL

@ change mio| Y HtS 8242 HATHH 7540]|Ct,

® test 2| o At A} & change It Yof CHsl # 7| AsHS 7RRIC

@ change TIYUZ test 2|9 ALBAZL H3et I F& ALRAL ID(effective UID)= test?t EICL
dH A3 -

(4) change TIY2 setUID HIE7} MAE|0] QOOZ test 29| AFA{7L AMdlE uf S5 ARAt
ID (effective UID)= test?t ZICt.

QF A= :

(1) change Dt setUID HIEZ} HHE|0f QUCt.

(2) change Oo| ¥ S 8242 HISHH 47550|C}.

(3) test 29| ABAt= change b0 CH3H 47|12t Al #sks ZRICH

16. AES(Advanced Encryption Standard)

AN2|Z0M ABEl= E4S0ICt UZSt pHo| ot
A9t 22E oM f™ElE S48 (BIDOIM 22 A

AS B 52, & =MUHZ Bi2A LtEet

Re?
< H7] >
7. SubBytes( ) /* H}O|E |t x/
L. ShiftRows( ) /* S8 o]= x/
C. MixColumns( ) /* & =3 «/
2. AddRoundKey( ) /* 2}T 7] 4sh7] *x/
@ -c

@ 1-L-=

@ L-1-=

® 2-71-L-C

HE A= -

(2)

AESQ| OA[% 2H2EMM= MixColumnsE SHA| =Lt O{7|M, SubByte= HIO|E CHAHIE <|O|
8lH, ShiftRowse & 0|2 <Qojsict. J2|Z  MixColumnss & 417|8 2Ojsty,
AddRoundKey= 2t2E 7|2t XORE 2|0fgtCt.



17. HERZ 7[8t A/UER|A| AR (Intrusion Detection System)2| £20f| CHSt dHO= (H7])
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7. O{E2[A01 Mol EX|=|0f 2H2[7t ZHCHSICE

L. HEQIHO IS 2M5IH 2AYUS BAISHC

c. U5 Lo & HESIQ WSH Q89| DMZ0| 2% HiZ| 7ttt
@

@ L

® 1, c
@ L, C
dE A3 -

(4)

(L) IDS= passive($3&) HOt H|Z, HEQIA mZIS 74 Z(payload or content) 2|t
Ol 24451 US BARISHH.

(c) IDSE SAE IDSQt HERT IDS7t AL SAE IDSE ES 40| El= PCOl Mx|st
M, HEQZ IDS= miZle] ¥& =7t K= HIERFS oftol=(dsty R, L3 o8 5
A7} 7+SSICt

QHE A3 :

(M, 3)

(1) Y A2 AZEQ 0 WsHo| TSt 4O, AZEQ0] IDS(Snort)E O{EZ|AH[0[4AH AMH
off 2218 & UCtD SICEte 2|7t ZHCtSHAl= QCHEDE HIo[2{AE 2HTHSE7| fI6 AlHAE
225k, 2E FASS ASSHM ALIsHF0{0F §

(2) (=)0] gl
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MHE @& JESH= OTP(One-Time Password) M4 dhAl27
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O
)
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>
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WHE sl

Sl=7} AHSHEICEH

AS Al ALl 7| WiE0| ADEFIES 22 S0 MeS|Ct.
@™ S/KEY 24|

@ AlZE 3713 &4

® OMIE 7|3t &4

@ Challenge-Response &4

g A3 -

(1) S/KEY : SZIO[AUEO|M Mot lolo| H|ZF|E MH=Z HESICL SZ0|UEZRE] B2 H|
718 A UCE AESIN, SiA| A2l WA= oM ZADp ZHo| CHet SHA| 242 +ot= AYUE n
gt=otch 2ZA ddE n7ie] OTPE Mo ettt S2H0IAEMM At OTPO| SHA| &
n-ith S 4850 MHz MESCh MHUM= S20|UEZRE &2 Z0f| SHA|
AE5t0{, 1 Zat7t M| AHZAE n-i+1HR OTPLL YLR[SH=A] ZAGICE YAISHH S0

u]

i
0x 4>
Ok rE mu rE m



(2) A2t S7158 : SE0|UE= A AlAS UBULE OTPE HHsi MHz &5, MY
Al 22 Y422 OTPE YdstH 22H0|UETL &S U2l Rads dAIRICL SkaRt 22t0|
C}

40| ALH, O|F E2t5H7|
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(4) Challenge-Response : AH{OIA k4 A4 S8 S3ff Aolol +8 445k S20lAEd 1
US MR, F2AOIET} 1 o2 OTPE 4
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#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#define BUFSIZE 10

int main(int argc, char **argv)

{

char *dest = NULL ; ----------=-=-=-s--sm-m=me- @)
dest = (char *)malloc (BUFSIZE); --—-—= ©
strcpy (dest, argv[l]); -—-—rmeee ©
free (dest);
return 0; ------momommemeemsememesmsoeeoooee @
}
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