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2. Ho|g A0 7 S0|M ZEE Wioict FE TEo| HEWIE HAE = A27?
@ Polymorphic Virus

@ Signature Virus

® Generic Decryption Virus

@ Macro Virus

dE A= -

(1) Polymorphic Virus : ZE 2g& CI¥HA & = Us 2 (Mutation) Z2IHS &
HFO|2{ A0 HEQICE. (vs. Metamorphic - HSE H3})

Qch T :

(2) Signature Virus : HIO[2{AZ} 712 EHSH ZAHE

(3) Generic Decryption Virus : 2S3tEl HO[2 AT AlE Q5] 553 &= A2 2l0[SHCL
(4) Macro Virus : A& £ EQF 22 A MYl 1532 7|5S 018357 W0 =Lt o
A ous @ of AL S Ho[2{AE TS0 BiZSH= AZ|7t EIUCH
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ol thet BA|7t Z7+SSIC.
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® Sto|EZ|= 7|8t IDSE= SAE 7|4t IDSQt WERT 7[Ht IDSTt ZESt HEHO|LCY.
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(1) alig 22 OlEHAN £5t, LEHAIE 2 WEAIHA) 7|t Aoz A3
2 Y ROl et HAls o-ELCL
F A3

(4) passive HQH| £3tCt, IPSE= active EQHO|CE

(B7D)M EEYUS BE £ x7| HE{(Initialization Vector)7} ZR35IA| ¢4 REE & 11

4,
2 727

(&7))
7. CTR R2E
L. CBC 2E
c. ECB RE
@
@ c
® L, C
@ 1, L,
JE A= -
(2) ECB= IV(t=)7F 25t gt
QF A=A :

(1) CTRZ H==(CTR, V)7t ELQ35iC}
(3), (4) CBC= H==(V)7 Eastiet

5. 2E& A5 (Stream Cipher)0f| ChHst dHo=z 71 FA| ¥2 427

@ Key Stream Generator 23S YL (=) AND U510, A2 2S5 H=Ct

@ A AHHEZE Zt= U452 OTP(One - Time Pad)7t EASHC}.

® LFSR(Linear Feedback Shift Register)2 AEZ ASE 3 4 QCh

@ TriviumZ SICHA AER A4S 2 U2{A QUL

JE A3

(1) ANDZ} OtL|2t XORO|Lt.

QF A3 :

(2) OTP : AEY 52 0|2310 7|7 Oft HHRCE (one time password?} Obgl)

(3) LFSR : A|ZE YR|AEQ| UZC= QA L(7|, 2AEE] &T) S5 UE £+ UCL HA|AE
Off Y=l= 40| | MEf =2 MY &4=(XOR) =2 ALHEILE

(4) Trivium : SIEI0{Ho2 £E29} AO|E £5 AYS| 2UYL, ADEQ0{Ho2 BEHl 7
A= ot S7IM(EN Y=2=0| O] YsEo| Fek= LAl i3 2EE ¢s0lct

— o

6. (270N £Fst= DRM F8L24=7

[(&7])




DRM2| 25 HR0AM FSkl= 2HR9| HIE T 2ZA YostEl ZHIX H|E} HIO[E], HAtA
H So| HEz JPME|0] QICt ESH MPEG-21 DID FZAS 2L}

@ AlEA}

@ 22 st

® OoiEz/A0]4

@ AlF0f ZEo|H

HE A3 -

(4) AFO{ ZEo|4 : AZ3tEl ZHZO| et 2 83 7|=(HIEr HIOIE], MA ME 5)
MPEG-21 DID(Digital Item Declaration) : 7|& X2|&2[7} Tl= CIRIE Of0|HE ESisHs
HS dolstrt. C{A|E Oo|#2 ZE|D|LIY AHH (22|, S &), HEHOIE (MPEG-7), AEAt
(URI, ISBN )2 F-¢E ZE|O|T|0{ Z4Z|o|Ct.

QL A3

(1) Azt @ DOI(Digital Object Identifier), ZEI=X AHA}

(2) 22[0jF 5tA 7| 22| & 2o|dA EE &
(3) oHEZ2IAI0lY : 38 Z2IU(DRM LHE=E)

7. O|C{4ll(Ethernet) A0l HZtEl= BE 7l (Packet) S SAIGI0] ARt AHH1t LSS Yo}
L= A2?

@ Nessus

@ SAINT

® Sniffing

@ IPS

g A3 -

(3) Sniffing : T3S ZA3H(
RE AHIF :

(1) NESSUS : ZAz|0IM Tt WS Sl AAHOLE HEQIL Y2 F{oFdo o5t A
s =

(2) SAINT : Z2AE Y EYT ATtz

(4) IPS : 5SS (active) 21 HIA| A|AE
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8. ZlEA AIA”OIM IHASIE 20| ZAHE|T, ABA HAQETL A25IE|0] AU
@ /etc/group

@ /etc/passwd

® /etc/shadow

@ /etc/login.defs
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dE A3 :
(3) /etc/shadow : AFE2A} IARIET} S35}
QL A3 .

(1) /etc/group : 1E0| SE&[|0 Y= THY
(2) /etc/passwd : AREALO]| LSt 22| HE
(4) /etc/login.defs : AFAF AlZe| M (&)at 2HE 7|2 2
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0. Et3IEM AS0| St dHO=Z It &2 92 A2?

@ EtESd g9 T2 2oty gdE S5t 7| 2017t 20{ZIcks Ao|tt
@ EFAFMOIA HelE A2 HHOICE

@ EtE=4E= 0|&83t0] Cu|-2H(Diffie- Hellman) 7| wWeks # & & UGt
@ EtESH2 17| Y20 AFSECE

g8 A3 -
(1) ECCQ| & : RSAO| HlsH 7[2| HIE 7} AL}, (Hehd S IS RSA TE ZOR|A|=

o
QE AHF :
(2) EFEBHOIN SUSAS SHSA| YoisH@
(3) BT Cim-at : et

(4) 2747] &5 : RSA, ECC, Rabin, ElGamal

A S50l AHRSHZ| fI5H)
S C|m|-81H 7| w3t Al

o

10. @A|A ZH(Zero-Knowledge Proof)0]| CHSt MHOZ 712 82| 942 227

® B4 ZE2 SBAH(Prover)7t At2lof HIZ YEE %5f7~| o3 2ol MRS SEsh= 7|
#E o0tk

@ FAA SO SEA UF ez X.509 78| JIF| UASME A + UCh

@ 22 =5 AALM AL SES ARESH0] ALBAIS| ZElO|HAIE 2S5t 1ARSHH, 0213 7|
&2 zk-SNARK7} it

@ FRA SH2 2tdM(Completeness), 2444 (Soundness), FA|4l4 (Zero-Knowledgeness)
=4S 7FX0F Stk

dH A3 -

(2) SAASAM(X.509) : BA|A FF2 STAVE A0 1 A= A4 YEHE SIS gL

HA, 1 AAS U7 QUCH= ARMES ZAZAH 2= A|AHIO|ZZ X509 OIZEME AM5HH
QEEICE. X.509 ARA|7} Z[Alat YHE Z[]Sk= Z0| E=Ct

QL H3 :

(1) SAA 3Y @ ASSHN Fa7t7F HTHYOIA o Al (statement)0] &0[|2ts HE SHE

o, 1 &9 & HA HEE Hs offH Az LE&[A| = interactivest HAHTHAYEE L

FA| %1 HAQEE L1 UCH=s ARATE LEF)

(3) zk-SNARK(BZR|A ALt3) @ 7|29 FA|A SHE & O ZHASt(succinct) HIASAQI &

A (non-interactive)OfiM A& 7tsoteE HYSH 7=

(4) SAA SE MR 43

LA o 20| Z0|H, HAsH SHA= HASH ASA0A 0] AE HSAIZ = U0jof

Ct.

FaN=F ™ 20| AHZO|H, ofist £HAISH SHARRE HAISH ASA0|A 0] F0| AMMo|Zt
L|

AAd - of Z30| Ho|H, A= 2429 & AA 0[0l= OFf A= & 4 QlO{OF St

TfoIYE HEH, 4 FRISE M50 X2|o| Et HYOE Y $A Y HS?

[RYs) =
® MY AME FUSSHEIL 2A-ELHRE-9IZ-HZ E= HAER OWSIES YB3



X1E E3101 QHHBHH HBSIO{oF Bk,
BHNULITLS HHAHLHRAT} H2lohs FUSBUETE BA-ELHE-Z-HZ Ei
5 20 o9l 05t YIS BB 4 QUOLL, HAYEHRIATL Ay Hw| T
Z3|E Chet ZR0ls J2{51 OfLBiCt,

AYEHRIAE HE FH7} QB BSOS S3t0) FACR JIUSHE EAUME FUSE

SE AMESHA| OtLstE 3|Rlo=Z 7ist 4 Ql
HA2ZI2REH FUSEHSE HISU2 A= HAYEES R Ho-ZE 7A A
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(4) “HHOIH¥E HSH” H24Z02(F0
QYRR A= LIS 4 = =

gLk 1. EE - HEEE - =22 - lEEAA3 - A TAA ] - SR e~ HA 2 HAL
2N Moz FUSEHZO| 2H2E 275LE 58T B2, 2. EFA E= AHBAL

=eter 43 ’.“_liﬂ, ZH’.‘JQI OIQ!% $|3f04 5| sttty AYyEl= B2, 3. Alle F AH2=0

n
Jfu
:
for
i
Io
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>
©
N
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N
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L USEHS 22(2] Ah o @ HAYEAHZ|A= H24=24|3
01IE %—?35'_ $?J%%E*§7f —E—’é : E'r_f CRE SRR EE YLER| OILSIER ¢SSt 23
=ot0{ ¢t 6Pﬂ 5:5}04 F ot O] 3% =st 48 e & B HE Al7| SOl 25to]

Al B 5= 12{5t0 LHSYZ L= Holrt.

%‘8.3_* Arg2 71l °I A2 129t /E 2
(2) “HldE Ei A34z02 (=2 Rt §) & © WYAMEZAZ IHAYEHE|A7L A
2lsts FUSEHSII 24 - EH - [E - Y2 - HZ EE 3EE 0= 5AY Ol HY=S
ap - AL 4 Aok O FAUSEHSIE 24 - B /- 92 - HE E= FEER] ORL[SHE
7
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= HAYEXHE|AE H242H|30)| ME MY =Eo Zast 22E Cfet ZR0l= 12{stA| Of
L

(3) “MAYE HSH” H2422(FUSEHZ H2|Q| HFH) & O MHAFEAM2= A1 4 =
of o2t FUSEHSE H2lsts FR0= YEFA7t AEU ZHOJAIE S50 2|jez 71t
HAOME FUSEHSE ARESHA| OISt 3R 7Y £ U= WHE HIS3H0{0F St

12. (27))0] Mo & ¥ El= BH SO JH MU L7
(&7))
SYN TZlg 225101 27| IP 349 SHA| P FAS YXAZA 37 Chaol sHCt o
ZAE P FAE 37 o] ZAO[CH,

@® Smurf Attack

@ Land Attack

® Teardrop Attack

@ Ping of Death Attack

dE A= -

(2) Land : £L2| [Pt SAZ| IP7t 21, EYA| portet S42A| port7} Z2 A2 SHO|C}.
QH A3 :

(1) Smurf : direct broadcasting2t ping floodingZ 0|85t SZ0IC}.



(3) Teardrop : sequence number?} Zx|= SZ0|C}.
(4) Ping of death : ping2 E'd W 22 2| Z0|(65,500HI0|E)2 EHCE,

13. TLS & DTLS EHQt T=EZ0f| Cigt MHOZ 713 ZA| U2 A2?
@ TLS Z2EZ 0flM= AUSM(Certificate) & ALE5H0Y °|"% A =+ ULk
@ DTLS Z2EZ2 MQTT S& AS Z2EZ9| 20| AEE & UCh

® TLS EZE=2EZE2 Handshake-Change Cipher Spec-Alert ZEEZ1 Record ZEEE 2
2 Y=o ALt

@ TCP AE 2= fIoH TLS7t ArEE|H, UDP AIE Eot= ls DTLS7h ARZEICt

g A3 -

(2) MQTTZt otz CoAPO|Ct. MQTT2t CoAPE loT & Z2EZO|CL (loTOHM AMBSt= &
Lo ZI2EXE)

QF A=A :

(1) USME AESIH Mot S2I0[AET 45 ASS =™

(3) TLS ZREZF

Handshake : Sz2{0|HEQ}t MHIE s 40| ABE 2125 3|7 7|18
0|88t AUZS +HSITH.

Change Cipher Spec : ¢S HtH3 HASH= MSE S ACHO|AH HESIC
Alert = 27t 0f|2{7} 2 ACt= RS S SHioA A

Record : CHY S E AF%EHH I31|)K|7~|%

IEE o|8elit). ¥1e|Fa S/ Jl= o
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ro
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=

%ﬁ'ﬁlf FE20ICh i =8t MAR| 2AS
ESS ASSHM At SEL0|AETH o

Slof ZYeitt.

(4) TCP-TLS, UDP-DTLS(Z2 Datagram= ArE)

14. 24 4 Hot J|=0| Cist HEo 2 71 A Y2 A2?
O B4 HERI =t 7|20 AREl= WPA2 7|22 AES/CCMPE AMESICY.
2M HEQIoME= 2F ¥ 27t IF2 95 RADIUS ZEEES AMEE = UL
SM APQ| SSIDZF &1t MAC Z4 7|8t ZEE 7|84 ZZ0o| LI010| =ICt,
@ BM HEQ3 Hot 7|&9 WEP(Wired Equivalent Privacy) 7|12 |4 HIEQ3A £ &9

HotdE AHSSIER 7|29 B 3od EHE S=3UCh

ek 33
(4) 64H|E WEP 7|= AL 30| 2Js +~Z LHo|| 7§2ICt
Qth A3 .

(1) WPA2= ACS, CCMPE AMZSLL}.

(2) WPA, WPA20A 802.1xE O|83HA RadiusE AESICL S M= Tacacst,
Diameterg ArESICt.

(3) SSID L& (EEEHAREE= SSIDO| H%), MAC ZEZ(27HE MACRE HZR)

15. AMHIA 75 B2 (DoS)oll Tt MHOR JHY g %S L7
® BAATL Uol2 ANl P FAS S0 CIFOE Aol Huict.
@ & ZE HSE 201510 17, 135, 137 HH, UDP ZE AZHO| OL|™, UDP Flooding &4



o= ZHEITY,
@ ofici7t 22E LH9| IP A 2A4S
@ AzZ| A Uz F AIAE AO|o]|
WA &elct

o
=
SHAL| SAES DR StLtQ| 42| AN Us SAEQ

JE A3

(4) : DoS7t Ok IP spoofingdf CHEH MHolct.

QF A3 :

(1) : Smurf attack (AFY 123 DoS)

(2) : 17(Quotd-259] 9I18%), 135(TCP RPC), 137(UDP NetBIOS), UDP ZEAZ : A%

AMF2E|E Z40| OFL|™ UDP flooding@2 7t (0| 24) (A IZH DoS)
(3) : Land attack(ZZ2| IPE HZ) (F|¢d S4E DoS)

16. A= A AHo|Me| AAELE|(Registry)0il T
@ HRAAEEZ| HIE ZAUCEN AHILE EHAY £ UCt
@ HRAAEE|= 2FAHAZH HEISIER AMEAZL AY £

Q@ HAAEZ HYV|IE EUS I Ho|= CHA 7Hel 7|1&

@ HKEY_CURRENT_CONFIGE A|AHIM| Z21°l6tn QU
ct.

HE A2 -

(1) LH7t opd Fat7t7t 3HCHH b FEo| 402 & £k ULt

QEF A3

(2) A EAZE 22 7H5SICH(regedit)

(3) SIO|E7} of2t REZ|2t £E, SI0|E(GHEC|ATN AAE HRAAEZ| oHY)

[ 4% z=q
0 HKEY_CLASSES_ROOT
HKEY_CURREMT_USER
HKEY_LOCAL MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

(4) i AdH2 HKEY_CURRENT_USERO|1, HKEY_CURRENT_CONFIGE &3 A|Ztofl =25t
A= (YE)E 1 Ut
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_O'E
x
o
o
Hu
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rlo
P
rlo
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a5t 4 gLt
ot0|E (Hive)2til FELt
= AI2ARQ RIBEl AJAH HEE HASH

17. HURITHA| AR CHst dHo= 71y &2 A27?

® AFZC MEUY ZZ(Screened Subnet Architecture)= DMZet Z2 2= 2|Y
= H|80| AHSICt.

@ A32|d 2t2E TR (Screening Router Architecture)= IZS EEEHSIEE 40 2 A

Z7t St QIF TSk ASEY &+ UL

® 0|F HIE®3 SAE FZX(Dual-homed Host Architecture)= W& HIEYIE =7(A|2H H|

A SAETL &4EH R HEQIE HS5E + QlCh

@ A3BIE SAE H0|EQO0| FZ(Screened Host Gateway Architecture)= MH|A &7t

L[R2, H|lAKH SAEQ CHeh 20| ANE LR HIESIAE B8 + ULt

EERER

(3) dual-homed host : HAZH FSAE7L &4EH 2ZAXMOI MLZ FESCE. (1 bastion
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host)

QF A=A :

(1) screened subnet : 7+& H|80| 20| ECH(2 screening routers + 1 bastion host)

(2) screening router : QIF 7152 AJSHAl %=CHE, 4 ASel FEHIAUE AF) (O
screening router)

(4) screened host : H|AH SAEES ZIUSHH UWE HEYIE E58 &+ QICH(T screening

router + 1 bastion host)

18. 2|2 &2{Zl Meltdown EOF Z[oFXof| CHSH M
® CPU7I A3z AH| MY T{HE AESH 275t 7|

@ CPUQ| £ FHO7I A% 2 mj ALk|= AIZH 24510 of
2 £ Qs =t FAHOo|Ct

® SSL &% Al CPU Adof| 92 0|3 CPU ER Qs RLRE RUSH= HOF FA+MoO|C}.

@ CPUE 1£35I517| flsi AH8E H|eatd HHO| *{2|(Out-of-Order Execution) 7|&8 24&
st HQF Z|2HO|Ct

HE A= :

(4) Meltdown : H|Z2Hd HHO| H2|(2AAH22 FHOE AMEloste ARC 48 =2 = U
2)2 Qlst Mot o4& FYHES JZHo|ct

RE A3 :

(1) BAE 34 : AH| H™ 1fH

Y20 FA'E SZ(side channel attack)2 Z12|FQ| AHS AAU(Y=E si=its CHE)
|.
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o= Iy g2 %27
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D318 BAS St AN ¥E HA B2 TH IHo| YRS MO s T Wt
G2 SOi, A2 Al HE, AH| X, WEHSHE HAID, Aol A2AS SHA ALY TS
g 7t Y ¥ 4 9k

2/ ot 4 9
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(2) 742 34 : 3

19. (&7])= TCSEC(Trusted Computer System Evaluation Criteria)0fl 2[5t0{ 2ot 532 2
Horet o orESHoF & QS0 Cigh MHOICH Hot S50| =2 ARE SAMUE LIFE A2?

(270)
L. AYstE Hob WS AXSH
o]

o
=}
C. ARSAZL Ao mHdof| ot M #ots H¥E &+ AU
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@ 1-L-C
@ 1-c-L
® L-1-C
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L-C—-71

(1) ZHH ¥2 Hof : B
(L) Mastel ot HH : B2



(=) Applo| medof| M &gt 43 @ C1

A1(Verified Design, ) ) B3(Security Domains, OSOA =2Eost A 2T HH) )
B2(Structured Protection, Q& Z35H/9E =22|) ) Bil(Labeled Security, MAC) )
C2(Controlled Access Protection, A&¥E =192, 1F ID) ) C1(Discretionary Security
Protection, DAC) ) D(Minimal Protection, ¢t &3 ¢l3)

20. Z2ES Y JHQIYEES H2[HA QS (ISMS-P)0]| CHSH AHOo= 7t 2A] 2 AH27?
@ HEES YA QST MEdoz kg 4 QlC
@ MAUYE HS Al =2 OtL2t TH| Ale] ES 2= ZHBICY,

Q@ QI8 2| 2ofo| QIZ7|ZRL HSIHM QARG FHA FASICL

@ 2| A $7 Y 2F FAHL Plan, Do, Check, Acte| AlO|20|| 2} A|&Z0|1 HHEZOZ2
AME[=2] HIISHT.

HE A2 -

(3) S #El= HSOH QARR0| otL2t Z2[HA 7 ¥ 2Fo|ct

QF AH3F :

(1) SISCHARRE ISMS, ISMS-P Q1% & Mef FHs3ict,
(2) HAHE HZ Al BEZA|Q HAHE Tpy| A| HEZXS
(4) ZB£BZTIQ! PDCA Af0|22 HEESH|
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