2021- A -YRES 2| H-2e D

1. ZEE350| £M0j Chisto] (27| 1) MEat (H7| 2)9| BO{E 7t HHsIHAH HA@S A2?

&7] 1)
1 SRR %2 ARBA E= A7t YEHE SRE fEY £+ YEF Sk AOoICh
(Lh)  SI=HE AF8AF = A7 HEOo| HIStuAr & off Wof U == Sh= ZAo|ct
(Ch)  SI==R] Y2 ABA = A7t HEo| LHES & &+ YUEF St= 0|
(B O AL A7t EYCUSS 2&5H= AO|Ct
(27| 2)
@ FZd(Integrity) © 724 (Availability)
© 7|2 (Confidentiality) & @38 (Authentication)
h (Lh (Ch (2h
@ ® © © ©)
@ © ©) ® ©
® ©) © © ®
@ G ® ©) ©
JE A3
(3) B2 : dEo| Y80 Aoz My L HAEALL MAER| Y=E HSE|00F 5= 4

29| ofn|atL.

7t8d  UkE AHEAPE AHREO| ELF mwf A|A| QO] Hste A Ee= AR IS ALEER
F QA0{0F 5t= JEE 2ot

712Y QbR A, QUHE ZEAMA, QIVbEl A|A”TO| & B 2SI A|AH HZsH

=2 O —
Of gt ofOjatct
AUSY - JUiYel MAUS HAAFH FCh ABA ASKAH HZ SA) HOH =X AS

2. Bt ZZ(Security Attack)0l|l CiSH MHOZ 7p2 HAH5IA| UL HL?
® 4= SH(Active Attack)2 FZY1 7tEYS AYSIH HE, MUE MHA HE ZH S
Of UCt.

@ HE=E2 A=Y 42 T 7|1 3¢U9 +54 84 +dE Sl +UE YEE HIYCR &
HEICH.

@ 233 SZ(Passive Attack)2 7|ZdS {YsHH A+E(Snooping), E2fE 24 4 SO
UL

@ L= SAZ AL A0 2ABAH OHE 2sIH oYL= A7t S25IT.

g A2

(4) A= 40 tist 20|t

fel= ]

il
o
il

(1) HE, 21, MHS, BAYR= F2LES s, Mulx AR 42 718dE 4



(2) 453 THCIZY) 0 ¥3H IH(RBY, 78S LYt
(3) AUW, ALT, E3T 24 3 So| ZAsict

3. 2H|7t=TeTf (Steganography)Off Lot 4FO=2 71 HHSIA| 9f2 A27
@ HIZYEEE OiH0 249510 1 JEo| Z2Af AAE =7I= =2t 7|=0|C.
@ HAA] EE 245tH E2fZ0| E7+SSIT

@ HIZZ|E OI8310] H327t HAIA| WES & & Y=F HES = 7|S0ICh.
@ YEI7t A3ARREH YR A F HRElE AS Yo{si= 7I=0|th

Aek 3

(3) Y0l Chst Aolct.

RE A3

(1 BN L 2 2001 sk 20) Ol WAR) B4 2 471 Jleilc

(2) HIANAIE $7002 20| BIHSSICL ©, HARIE &7 P& e LA = HARe U
g2 34 LaH

L .
4 QICI H3AZHE| BHHOR ABEE S U2 4 UL

T

ol

FAl 4

A27?

rlo

i FEiHEnd to-End Encrypt|on)01| CHst Moz 71y AA
5

(1) 23 A=5}0f et HFOICt

& < ISP7} st
(3) g2 %§§f9| 8% 22 MH|A HZO0| 7+S5HA| gLt
(4) 23 &= ¢ BEL= ZAelLt.

(¢]

= A27?

-

5. HOtDHO| CHSH MHOZ JIA HAEA| O
@ Z2|Zd(Chinese Wall) R&2 FHQt 2| AO[0M OlSiESES OF7[Sk= WALZ HEIH A
HEZ| FEE SICL

@ #-2jutEa}(Bell-LaPadula) BHS HOICHAIZ} £ HHIL HOICHAZ} Yo ALRAIOA A
= A2 YA 712y |Ale £42 TRICL
(3 H[H}(Biba) REIS H-giotEal DRI

@ Z22-g&(Clark-Wilson) Zg2
c}.

r

4 A3



F A3
(1) &2 OPIsks ofiet YHO| S EE AHHSH0f siC
ct.

(2) 0] =R A 2ot RE=Z HOt 24 F J|2Y Y=ot =9
of elsf M= SAlsks ZZEO|C 2ot Y2 =
Sttt

(3) BLPQ| tHdS HsH RHYE EISI= 2=

Ct.

_'F
H

v
tu
o
10
ofu
M
Joi
=
i
40
o
]
&
o

Lo
nE 1%
ko
[oh mE
[ Hu
rir o
=
mo Jx
N
3

o

|0

| REOIC}, H|HI| £42 BLPQ| Hif 7HFO|

6. CHRUIA MK Cha7| %5 ADRIZ0| SEOR JHY HHE 27

—

MY J1Z2 oY, HIZ, 7H EBH0IH Rijndaelo] 2(Z HH=IUCH

%S5} ﬂrégl 2} 2tRCE [HIO|EX|8H(Substitute Bytes)] — [&0|=(Shift Rows)] — [&
E8H(Mix Columns)] — [BHREZ|E37|(Add Round Key)] THA|Q| wHEh2 28SiCt. Opr|at
El-—‘?—Et [228(Mix Columns)] THAIE AIQIGH 37H2| tHEks X EStCt.

® AES(Advanced Encryption Standard) @ Blowfish
® ARIA(Academy Research Institute Agency) @ DES(Data Encryption Standard)

F = El
(1) 128H|E =5 ZO0|, 128/192/256 H|E 7| ZO|E 7{ZICt. 7|2 ZO|oj 2t 10/12/14 2k
Eot 2=l SPN F2(BkQ| =387t 22)E 7R2ICh

og H3
(2) 19931 222 #L0IO7} MAF 7| WAo| Y 22 USOICL 7| Y= FRIRE A
A(S3] US)HOLL, #LIOOIE ZRINE F AA(SH §IZ)2 THEUCL

(3) 128H|E &2 ZO|, 128/192/256 H|E 7| ZO|Z ZfZIC}. 7|9] Zolo| 2t 12/14/16 2=
EJt AAE|H Involutional SPN R (SPN FRQl0|E HEO| BS517|7F HQ ¢L)E 71ZICH
(4) 64H|E =& ZO|, 56H|E 7|, 162I2E Feistel X (Bxo| E5517|7t e QUS)E 71
Ct.

7. 82 ¢4359| 2 20l CBC(Cipher Block Chaining)dfl Chsh HdHo=z 712 M5 2427?
@ ZZte| BE =52 Y3stE7| Ao 0| YSE S53t AND MBI

@ HE =5 ASE =5 ColiM & HIE 77} 2UsHH HE =5 PoA S HIEXAMZ 277t
LMEICE

@ z7|HE{7t 225t ASelMs E2HEE o + gl

@ WeAo=z 1 A SIt5k= 7+ 28 (Counter) 7t HQ35|L}.

g A3
(3) =S=2s0iM= HZHEIE & + UL
R A2

(1) XOR HAKSHCL,
(2) E3SHA| of|2{7t MotEICE
(4) CTR 2E0f| CHSH AHOILCE,



8. 22 AHHZEA (Kerberos)0il LS QIF HAHE LIEMH Zolct (27] 1)e (7h) ™ (Ehet (27|
2)°| BO{E 7t& AHASHH HASH A2?
(&7] 1)
Kerberos TGS
{AS f‘mLIwnLlLuan (Ticket Granting
Server) server)
\ = I'L]-l (cH f i
[E T /J AEH
» \\‘ //K :I|.-|.':- {; __-f[:l'_ J';'g_ :-gl
(Client)g————— Servey
(87| 2)
O IjAQE © QI3E¢ © E[A
(7h (Lh (Ch (2h
0] @ © © ©
@ © @ © ©
® @ © © ©
@ © @ Q ©
Y A3
(1) HARE : Client} 2SS E YZSIL, ASE BE ARBAL| Y3 E 7RZICH
QISEt : TGTE 2|o|stct.
E|ZI : Ticket &= SGTE 2|0ISiCL.
9. QI&7|&(Certification Authority)0l| CHSH MHOZ 713 AHAGHA| o2 A27?
® 3717 ASME Lsty 0| et FASHT}
@ AM8Atel QIZ|E =efot QISHHE QIS7[2e] JQ17|2 AMESICE.
@ QUSM ARE HA5H7| fISiA ST W71 YtEA| ME[" 4 QLo{oF StCt.
@ Q=AM m|R| ZZ(Certificate Revocation List) 5= &2[3tCH
Aok 33
(2) ArEAFe| B7H7I0f 2US7|He| JHI7|2 MHSHCY.
QL A3
(1) HfH SE7|242 AMES &QI5tn S5 tystct.
(3) 2UB7|He| 37717t EZ2EIH ASM AAHE TE = A =Lt
(4) CRLe} OCSPE A|B3iCt.
10. HINA] AFIE(Message Authentication Code)0 CHSH MHOZ It MAHSIR| o422 A
27
@ HAIZ] 21Z 2Alofl= HIAIR] 2S5 WAL SiARt+E 0|8 Sh= WAl 0| UCh



@ Yol ZOI9| HAIAY &-SAATH BRGHE HILIIE YABHO] JHAHIE Zojo| B2 AN
g4olct,

® IPSecit SSL/TLSE S41 Li82] 913t 2 2l AR 2l
@ #4427t 22 JIE 2D YoDE A3 EH%J sas @ 4 goo oy

(non-repudiation)& & #+ QICh.

Z‘IL'_I' j\.”ﬂ

(2) DYHIE ZO[2| == ALttt

F A2

(1) Y2SHEE g5, 2EE A3), diAlgs SO0l ULk 47| Ys= HErcte 7|20 Lek AU
Ct.

(3) Swift, IPSec, SSL/TLS SO0llA ARZEICY.

(4) BAYAIE 2l6 CIAE MBS AHESHOF St

11. Yo|A H2A|0f(Discretionary Access Control)0f Cist dHOo = It AAH3IR| 42 H2?

O SYUSSE SF0IM Hoj=l= Ao| ot ZAHA HEZA|0{ (Mandatory Access Control)2|
HAHol Ao HlsH ARBAAH SHLz HHE MY = UA=E SHECL

@ ¥ A 27t 0 HE|St{ DBMS & 2FAAC| oY AlAH- S0l 22| ARZELCEL

@ HZ Hot HHE 22 MEAAT o|F5tEZ H0[E{2| 2|0|(Semantics)di CHal OFFE R[4
T Zn AR %Ot CoEof ofgt SHIE & & U= WHO| X5 gict

@ 2= HZ ClolE{of Cisi 22 Yo|E2 Helsty EFEAMS =QlsHor stE2 450 EA|
M 2 o0 EA| It

HE A3

(4) MACO]| cHst HHo|C},

QE A3

(1) 24te oM Al s AT

(2) FHL0A AHSEICE
(3) ALEARL| LIl 7|845HA| HIO[E{Q| 2fnfof| 7|HStA| g=Ct.

LM HHs= 8oz 7Hy A A27?

—_

YNEEF2 BE UWEO| SHEINE 7|7t &E[R] LM QRMSHOF ST,
VY2 AS Yu2|Fo| HIHE A7|=Hl 2F E0Me =N 7|9 HIEE A
7|l 7|88 F0{of SiCt.
@ HIZ7|3 (Pigeon Hole)2| H&|
@ 2%2{(Euler)?| Hz|
® H=0H(Fermat)2| &z
@ FA|235|3= (Kerckhoff)2o| 22|

CER !
(4) HAZT= UZ AIAHQ QMo CHa 7| 0|20 AT A|A”S 2E 20| S/HE0E QFX



SioF SHCHD Lt =, AS BOMiAME O AS AWE|F0] U2 LSS 25 F7I12 ME
o2 £HE EMOME Z ACIOE M7 1 YU2SS St AYSHA| Lt

A2

(1) n+17H2] =AS n7ie| YA ES M Aok oL oF YAl & 7 olde| =220] S0 AU
Ch= 2§ ol

(2) 22| stLtz, HE=0te| AY2|E Lhtelet Ye2|Q| SHtolCt.

(3) ¥+20|M no| 30|42l H4+Y mf, a"+b'=c"g TESt= L2l Y4 a, b, It M| Y=
Ch= &=2[0|Ct.

I

13. IPSec Protocol0i| Cist 4HOZ 71y AAHsR| b2 A7

@® ESP(Encapsulating Security Payload)&= IP HIO[E{O#O0IAM AHSSt= MEiA 01Z3p 2
7124, HHE 34 LAl 7|50 ULt

@ AH(Authentication Header)& QUSMH|A, MAUE 3 WAl MHAE HSotH 7|UYE &
A5t}

® Tunnel Modex= IP SCIE Z&SH MA0| CHEHM E& MH|AE A|S5HH 02 SAEO| CHal

my
0x

H 22 EgS AgE 4 Utk

@ Transport Modes BT+ 7t MHIAS WB5t0 24T A0 22 4 It
Z-II:_I- j\.”ﬂ

(2) AHE 913, P24, WS THS YASICL 3, 7IUNS BYSHA Lt
_(EE_I- 7~'||3_

(1) 23, 24, 7|24, AdS 342 LSt
(3) & 2t2H ZHofl, SAEQ} BiRH 7
(4) SAE-SAE 7H| FZ ARSI}

fo

14. MOl SARHO| thet (27| 1)9] €31t (27| 2)29| 80{F 714 H&stH Az A27?
(721 1
h ASZA 2A AO|EQL SUTH FHE HISSIHA IDLL HIZHS 5§ 2 JEHE S

Erz|=L- T
236k= 54

(271 2)

@ HE|E TmA(Active Phishing) © I (Pharming)

© Am|o] m4(Spear Phishing) & A0O]4 (Smishing)
“h (Lh (th (=h

® Q © © ®

@ ® Q © ©

® © © Q ®




@ Q ® ® ©

CERE!
(1) HE|E mjd : AL et YEE SUM 7R SHAPL 2H EAOIER! A
QIC}.

ot
I

200 oY @ 254 CheoflA| 22 HARE 2= A0 o2 JHQl, o R2lo| EHRIE,
£33 2A0tg 20| AZ|E ZICh

ot @ Phishing (PHQ! dE)1t farming (CHA2 TsH) 2| &4J0{0|Ct. DNS SpoofingZt 20| QIE{4l
FA0| HEStIAL 5= AO|EQ| URLE YUHSIRES W 7 AFOIE(fake site) 2 O|SAI7|lE &
4 7'Holct. siY 34 7|'HE O|83t0f SAAIe| AMH [P ALL Y4 AO|ES| KOOI FAE
OfEs &Lt

AD[Y @ SMS(ZAF HAIR])2E Phishing2| 2FAIOICE.  Phishing2 Private Data(ZHQ! AH)2f
Fishing (<FAl) 2| fAtO|Ct, SAZFZF A HAIR|0] URLS ELHY, ALEALZL O SE6HH i1d &
O] ADFEEO| HR|=[0] 7HQ! HEI} EF{ECE

15. GA|Al Q1F(Zero Knowledge Authentication)0| Cist HHO = 72 HA3IA| U2 A2?
O 3ot Az AHQ| HIZHEE ISR $OHA AHL0| HIZHEE LU USS ST
= QUL

@ Fiat-Shamir Z2&3F, Feige-Fiat-Shamir Z2&Z 50| UC}.
dYd(Soundness), &d(Completeness), 2|44 (Zero Knowledgeness)

Ct.

@ 2E Z2EZF0| sl 2= +d Qlo| JTd

mujo
ra
I
=Og
=]
o

mjo

A
£ 4 ok

HY M3

(4) 8r= 23sict,

o8t 3

(1) ZBA7H 40| T Y HLYE(WAYE)E =23 A ZpA0| 1 HIYYLE %D
olee 3Hst0l WSsHe ZRESO[,

MO=2 O

(2) Fiat-Shamir= Ci3tAl 2|41 SES AF8SIL 0| 7|Htez LAY MYS e 7|S0|Ch
ozl Aoz 7|2 HEHE IMSHAl §%u: YR AHE IHHCE ¥UF T # ATt
Feige-Fiat-Shamir= H& Jx|4] 3T |AOICL. ZE A4 STt ORIZIAZ St FARARRI
Prover= CH2E 3T & ACh Verifier0lAl HIZ FE7F 2AUR| SIHEHA| ¢ ZHO| HIY

HEE HFst1 USS CHE YARIQI Verifierd| A SHE
(3) AU (5T2t, completeness)2 O Z&0| 20|H, HA5H SHA= H2St ZSAA O
AHE ESAIZ £+ Uojof St HAY(EEM, soundness)2 O

H2et SFARE St HSA0A 0 0| AHMO[2tE HEAIZ
#ME, zero-knowledgeness)2 OffH Z&0| 0|H, A3A= &2

& o |LO{OF it

>4‘|>""
0
il

=

16. SSL(Secure Socket Layer)0]| CHgt
@ SSL EQt AMH|A= SEI0|HER} A

£ roh



@ Handshake Z2EZ2 [HQ 4] — [SI0[AUE A 7| WE] — [MH AS2t 7| e
- [B&] A= ZHEC;
@ Alert Z2EE2 4 YA LMSH= RRE SE517| lo AHESICL

— — o o
@ Record Z2EZ2 THH/ZY, Y23l/=23}, Y=/YZE7| 89 7IsS ASsI

&

CER E

(2) [2Q 23] — MY ASH 7] ug] — [E2H0|UE US4t 7| v —~ [F&] HAZ Y
Ect.

F A2

(1) FZ2Y0= MACS 0|835tL, &5 AS0= ASME 0I83ITt.
(3) sHEA0|T =F Ol (HAIR] Q1F ZE 0|4, 2= C|0|E| 2 0[|4)0| LiYsHH
(4) Handshake =0 Application Data &

e
o
rol
]

=
Hu
Hm
111
mjo
ofm
=o£
oo
fol
lgﬂ
~
i
foi
tol
i
4>
02
ro
il

17. ZHIY 2SAAHO| et o= 7Hy AAHSA| 2
@ iOSE Z=I% 43 ATH0| 22|A(root) OfIA] A AEZO|EE UEE ALZAO|A RUCE
@ i0SE HOLEA|EO| OfE0 UL AERO|EE THLURF s ARSALOIA| UL

@ i0Set FEZO|ES| 2t S8 22 JHUAZL MESIe HYIZESHCL,

@ i0SQ| MEHEtA (Sandbox)= HASHA =213 ZF HO|H S4F SASke AEZ0|E
of B3 AR2Z2 FEQ| OE2(H0[H HLH0| 7HSSICt.

i0S

rir

CER E!

(3) i0OS= OHEO0| MESta, AEZO|E= INUAZE MESICY.

QF A2

(1) i0S= OHE (Z2AH ol AL, AERO|= ALEALIA UL

(2) O|2 Qlsff A=R0|EE HOMYO| EAIE 7H2ICE

(4) iOS= Oig= Sslfl == 7t S410| 7hsoti, ¢HER0|Es T2 3|2 S410] 7+SSITt.

@
@ 715 ZHE 32 At 0|M0] E7Hs3 & & UACH JHAPL 71§ &S5 A48%t R0
210| 27+S5ICt
@ 22 SEAQI2 RE 0L Hots ERSHA|TE Z2tol8l SEX2 - w2t ARt
St et A[Yo| 7+SSiCt.
@ EY7|H0|Lt H3AL| HHE ESOHA| 1 A2l SMAIE| 7IRE wete + ULt
CER B!
(1) Fofl 0|R|= EE&= HFSHOF SiC.
F A3
(2) 7HI7IE OI830 MEstER 7|§ =aE 3% ARt 0|M0] =7+ssHZICt.
(3) H=22 SIHE Qlolsta, Zeto[8l2 HIS/HE 2[D(TiLt.
A

=
(4) 3Y



19. OTP(One Time Password)0f| CHSH dHO=Z 713 AASIA| ok
@ At S7|3H(Time-Synchronous) E'!él% SAl AQlof 785t Qe
(one-way)= O|&%5trt.

@ AZ-38%(Challenge-Response) WA AMHOIA 4= UM S Solf dole| &
SEH0|AE0| AT

® AIZH-O|HIE F7|3H(Time-Event Synchronous) A2 OTP M4 3 o= A|Zt gtat 7t
=2E #E 25 AZSt

@ O[HIE Z7|3t(Event-Synchronous) Bl Mot Z2I0|AETJ} FHRE (Count) e S5t
A Z7tA7 OTPE MAMSiCt.

r|o
X
rlo
~

Ll
gg
Rl

Q'E
S
lo
ne
o
od
0z

0x
0x
o
2

g A3

(1) S/KEYO|| Ctheh 2FHo|ct.
F A2

(2) MHOIM e dY S5 SdH Yl
EJt 1 #4e=2 OTPE M4

(3) AlZH 3782t O[HIE 7| =
(4) Meet S2HO[AET} FI2E S SLUSHA

£ ddall eSste LHo|Ct.

tol
i
N
il
G |
o
= 1t
o

20. JHQIEE HaH o JHAIYEI RELASS LA EHAS Wl JHAYEHA7L T HE

o f
AloA L2A0F St= MRt Z JH HHSIA| g2 A27?
® RE= 7H°"‘*EQI g5 2 /EE AL O B4
@ REZ Q5I0 YT = A= TSHE 2|23H517| 25t Y= A7 E = As LY

@ MAYEME|A7t SYSHE AlAH Y&

@ HEZHOIA Tt WS ZS NI 52 YA 4 s RN Y H2

Z'IE-I- i."i

(3) s Afe2 HEFAOA 22 227t gCt

EEI' 7\."3_

(1), (2) (4) HBAZ(HAEE {E 82 3) O MAYEAE|AE HAYEIL REUSS LA
E|E mol= AlH M0l Y HEFHOA CHE 2 29| AMdS L2{0f STt

1. & S= |_| 7H0|1‘|E0| oI-E

2. REE Adat O 34

3. REE Q5o AU + U= TSHE 2|28k6H7| 5t YEFA7E & & UAs YE SO A
=]

4. IHAEEHE|AL| CHSZZ

|2
5. HEEAOZ W7t LA PP AT 52 YAE 4 Us HYRA U H2UH



