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(1) & : B E= HEQIE SoiM ZREOIM ZFEZ Hots= o T2 30|t
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HIHSH AH E= ARIO| HYS FAISh= Z213HO|C
4. s NS0 gt 4EO= FA| 92 22?
(@ Adaptive Chosen-plaintext Attack2 Ciphertext-only Attack®2Ct 322t Q0N O =2 AREE ZH=Ct
@ Differential Cryptanalysis= H&1t &4SE 7t9| 22 HEE AIESk= ¥3 324 7|HoICk
® Side-channel Attacke AH| 20|l 43 ARt & AUSO| A5 EHS BESI= 32 7IHoICk
@ Birthday Attack2 3717| &% 212|F0| A4S QRIS Z6k= O ARZECL

® slAlEteE Collision ResistanceE 7HAOF Ik,
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(1) 3FA= O|e| AUSst ZutE B Chg RS MEd 4 Uk

(2) Bze| YRS HEY 1 Y2FE0| OEA HIloh=A| 2HESI0 ARG,

(3) E12|F0| S AHLHYS szt CHE) FAIE SAS sk iAol Y HAe| E2|2Q! 7o 2ry9|
HEE 78O 2 Sh= 34 WHOILE Ol S01, 49 ARt Y, AH| M3, WEsh= HAP|Ol, (0= A2
SOl AIAH DS e ABY & U= It HE P2 + UCh

(5) ofet S& UMD Lt S5 LHES 7HAOF S

5. YAHHEUS (Post-Quantum Cryptography)0i Lot dHO= 22| 9t2 H2?

@ YAEREC| A3 7h540| 0RO M2t 712 Ty7| ASE UiHISke S4Qz THS0{R|1L Qlct

@ RSA= FAlLEYSZ = &+ QiCh

@ FALEASO| SR2= FAF 7[H A5, FE JHE AS, SHAI7|E S SO| UCE

@ FALfEYSE Lu|F0| SR Uit 7] ud =, HAMY ZHo= AEEL
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(1) 7129 07| Y27t 7HA| 1 QUEH ZAIE sHEst CHAE & QU= LSOIC
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(2) RSA= 7|22

371 &=20|Ck.



(3) CHAz 7|dk T 7|dk Az} 7[dk OfO|AA|L, SHA| 7|Hh &S S0[ ULk
(4) Y=}, 7|ust L HMAME SHO=Z ARZELCL

(5) O] NSA(National Security Agency)= 2015.88 JALIAASO| BRMS 95|11 201635 E NISTE &
off YAt Yuels BESEHE 2dS0ICt

6. CI30IA €85k= DoS &4 7327

WS HET U BUA PFACH SHA| PFAC| S 20| SO 3
AOIpH BUCE O ZE S27| PRAL TR IPFAOICL ORI B3| 3
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® Ping of Death

@ Land Attack

® SYN Flooding Attack
@ Smurf Attack

® Mail Bomb
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(2) HZIE HEE W SLA| IP AL ZAZ| P FAE 20| UHE0M S A ELi= SZo|Ct.
QE A3

(1) HEHIME TZls S| et 37|12 2bM EUi=H|, Ping of Deaths HIESFC| Ol E4=
0|88t ZO|ct. HIEQZS| HE HEHE M| ffet ping TYS 22 W, IS 2ItHer ZA Stof(2ICH
65,500H0|E) 4 LA 2LHH THZl2 HIEQIOIA 24 JHe| iZle= ZA| 2J4x EWZICHDoS S4).

(3) S2H0|AETt SYN TS HLHY M= 0[0] SEotiAl SYN+ACK HZlS EHC. M= S210[AEIL ACK
IAE ELHE W7tR| SYN Received &fEi2 € AlbS 7|H2{0F 511, IS SHAR= 7HyQ| S2H0[UER
228t SYN IiZlS +-gl0] THS0] Mo 2O =M M| 7tE SA| Y¥£AF £8 25 SYN Received HEiZ

QtS 4 QICk

(4) spzfe| ARLE 2 IPE 7R E2 AU Ao HAR| Z2EZ(ICMP) TH3IS0] IP iaﬂAE
MESIH ARE HE/IZ H2EHAESKE 4t MH|A AHR(DDoS) SH0|H. HEHFS| HRE2|
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(5) S5 Z&t Mot Sl AW HIUE 097]0f SHSTICE MY M= 2 ARBAAH 2st & A3 5
s 2Foh=t|, HIY0| EXSI0 ClAT Sk 715 AT A3 LOlof 5hs HYS Te & Gk S A o
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S2EZ
® S8AS HTTP, FTP
@ BAIS MPEG, Telnet
® HEAS TCP, UDP
@ HESQIZAS IP, ICMP
® HO[HEIAIS Ethernet

dg A2

(2) MPEGZ &3 AIZ0[A|T, Telnet2 S&84SOICt.

QE A2

(1) HTTP, SMTP, SNMP, FTP &0| Z=AStCt,
(3) TCP, UDP, RTP, RSVP 50| ZA3tLt.
(4) 1P, ICMP, IGMP S0| ZA3tCt.

(5) Ethernet, HDLC, PPP &0| &algtCt.

8. IPFA0] CHsH dHo =2 2| 92 Z2?

@ IPFAE TCP/IP Z2EEE H&E HEQI0M 28 AFEHE AESH: O] AKBSHe AOICL

@ InterNICOIM Z2|5He IPFRAE HIEQIQ SAE(LE)Z FAE|| QICt.

@ IPv6= IPFA 371 2 127 BER FME IPv4 5lH S| HIE2A01 Mg, HIESIT mefIHE0[M 37t
2 Qlet A0l H|EEY IS SHZSH| ol JHL=IUCE

@ IPv4 FA4= H9| 4H|E S 7|Z2 TP 7He| Sdiiz EREL
® A D= ZEHAES FA0ICE

e A2

(3) IPv4= 1379 TEZ AMEC)

el=E]

(1) IPvAgt IPv67t ZAHSILY.

(2) HESQA= tHE FAE o0fst, SAES JHE FAE Q0[S
(4) A(0), B(10), C(110), D(1110), E(1111) S2HARZ FEEICL,
(5) YEYI FAT} 111092 ARt HEJHAEROR ALREIC},
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9. RSA 25 AJAHOIN 222 Totient B4E o (n) = {nECH 22 Y| H4 ZUM nit M2AQI Yol
£0| Ji4}2 HolEt 4 Utk pot 7t Az M2 CHE A4 (Prime Number)2td 7148 of, 82| o4 24272

® zp)=p-1

@apeq=2p o

© a@(2~p)$a®(p> (modp): ool p7|- 250 2 A OIL e pO'” OS] LEFOR|R| Q4= ol A4 mj

@ o2 = 1(mod n): NZ24A2l 42 n0l CHotH

® @(35)=24
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M o ") =p" L(p—1)0 7[§ICE
(2) =4 40|k,

(4) 29| H2[2tn it

(5) MzE4a7t oK 5, 7, 10, 14, 15, 20, 21, 25, 28, 302 AQstCt.

10. CHS2 ping WS A#st ZoIck TTLO| Qojsts 427

WWINDOWSWsystem32Womd. exe

Pinging 2083.252.224.69 with 32 hytes of data:

Reply from 263.252.224.69: hytes=32 time{ims TIL=252
Reply from 263.252.224.69: hytes=32 time{ims TIL=252
Reply from 203.252.224.69: hytes=32 time{ims TIL=252
Reply from 203 .252.224.6%9: hytes=32 time{ims TIL=252

Ping statistice for 2B3.252.224.69:

Packets: Sent = 4. Received = 4. Lost = B (B2 loss>.
Approximate round trip times in milli-seconds:

Hinimum = Bms, Maximum = Bms. Average = Bms
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(1) 203.252.224.69 2|OatCt,

(2) time= O[St

(3) bytesZ 2o|O|Sict.

(5) LostE 2lnfstct.
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12. ChQEt BRIE CiNIE E3A0| V)2 2327

O Aot £ 2| o £t SAH= 2HeE SH0| sigzl7| =
o 0| AMBE 4~ QL
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13. SSL Record Z2EZO| 2| &=A7t SHIE H2?

@ YE —~ TS — 253 — MAC — M

@ & — TSt - MAC — 233t — ¥

® MAC — 53} — 42 — CHHS} — S

@ ¢35t - MAC — s — 4= — 23S

© HHS} — &% —~ MAC — 23835 — 2S5

e A3

(5) MIAZ|7E O3] 7He| B2 CHH (fragment) O 2 £3te|1, THH THO|2 QEREIC) UZ0| AL
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(2) IPsec2 VPNOIIA| ASSHE 2l ARSEICE

QA=

(1) IKE(Internet Key Exchange)= SA(AH2t ESPE %[t TiEZIDIE] A|Z)E EASILL ISAKMP(Q1Z, 7| et
£ Alsettt.

(3) Transport ZE= SAE [ff SAE ZHj| 2 ARESHY, Tunnel 2EE £ 2HQE 710, SAEQ} 2R
Lol = 5 AIOIELIO] ZH0i| =2 ARESIY.

(4) AH= 215, REHS AIS3HL, ESPE QU15, F2Y, 7|24S AlSeit

(5) Diffie-Hellmang IPsecOlA AFREICE

15. Kerberos 2Ot Z2EZ0|| LS AHOZ 27| ¢4 Zi2?

@ &z Y2 TGT(Ticket Granting Ticket)= °'2|*0£ MARRO| B7HS3ICt,

@ Kerberos?| HAKOI S22 QA= BT SAEQ| A|ZF E7|517t ZQsiL},

® Kerberos= SSO(Single Sign On)2t &3 2F 7|52 ASeiCt
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(2) EfY ABHD =0| HEE|O2 AIZF 7|8 2Qs|IC

(3) SSOOll= Kerberoset Active Directory7t AFSEIC.

(4) AS= TGTE EZ3lal, TGS= TicketE =9t

(5) AMI3At2AM ASQt TGSE ARESICE
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16. (27)0fl siFoh= ASE 2Ot Z2EEN AR Z2EE2?

& 7D
0] Z2E320[ Zt HARI= HI0[EZ Z0] QlOM 3 HIO|E= Zidich HIA]

RF0| MZHE UeT| 26l Fil(waming) E= X(FAH(fatal) wS
7RIt Qo 2H0| X|HAOEMH, AS HOt ZREE2 JA| HES T
ZARICEL Y MAMe| CHE HES2 AEE = QURITL Of MMM A
2R HZO| S0 = Gt T R HIOIENE FHRRI A2E LEE=
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@ IPsecOiiMe] A& ZZEZ(Alert Protocol)

@ SSLOMQ] Ae ZZEZ(Alert Protocol)

® SSHOjIMe| X Z2&Z(Alert Protocol)

@ S/MIMEOj|MQ] ZAE =2 EZ(Alert Protocol)

® SSHOJ|Me| HZ m=2 &= (Connection Protocol)
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HIELA 7 HKNetwork-based))

1. A HIESY Chot AL 7FSSICE
L. BRIE 2ol 2| 4 g5 KRS HIEIHIME EA| Zeltt
C. 7|2 HEXS 42 IA #0012 H27t 7kSsIck.
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18. MallETAIA RS 51 +~FE RYUS HluS HBO=Z ZA| Y2 R2?

@ Mirror Site= ZMIE{Q} S5t 40| HH J|& AMUS AHR|| F&5t1 Active-Active AEZ 2H3ICT

@ Hot Site= FMIE{Qt SUSH 20| AE 7|E AHS AAA0| #5510 Ti7|(Standby) HEHZ [FAISHCH.
o

® Warm Sitez 3240| &2 d2V|E At 2220z Ash=-ME{0| RS,

@ Cold Site= CI|O[E{ZF HAZ[0f| 225t 0|2 MHIAE Qlst HEAIRUS SHSIR| YL 4 § 2|Ado=2
Ot SHEISICY,

©® AsHEYA| RTO(Recovery Time Objective)7t tE 242 Hot Site — Mirror Site — Warm Site —
Cold Site #A0|Ct.
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(5) 2E 27 AZH(Ot} wa| 278 4 Ql=717)0| WE Z2 Mirror Site — Hot Site — Warm Site —
Cold Site #=0|C},
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(1) Mirror Site= FXMIE{Q} | St40|E 2 Active-Active AEjZ 2F5ICL
(2) Hot Site= FAMIEIQI S St 2120| IOT 2 Standby AEHZ ESILE,
(3) Warm Sites 4 IE1Qt = SHA0|A AZEL0{Qt Q10| Tt

(4) Cold Sitee &4t HVAC(Heating, Ventilation, Air Conditioning) 2t ZAHSICt.
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19. YT E0]| Chot dHO=Z 2| 92 A2?

@ Backdoor HIQIZLE M-S 5185k= A2 AL ARBAL QI 1KY S| AN HAE AHAA| 94 T2
HOILE AJARIO| MZSHEE ARSI

@ Rootkit2 HOt Z2[RIL} HOF A|ARIO| IS TISIHA A|AHS H|01517| o SZAH Mok LAMAO|
Ct.

® Ransomware= AMEAIL| MAS ASSIGI0] ABAT AAlGHAHL SiE = AU=E o 7l A=E V2 =2 2
TRt

@ Launcher= DownloaderLt Dropper ooj MME OiUS Mdsk= 715 7R QT

® Exploit2 247 E0| Z Kj”'EI7~| b= AYTEE EHRBICIT AS 0| AALS| QEHIORA HZECZ A
7alioF Bith= Al0Z S RS
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(5) sliE HHE Scareware0|1, Exploit= ZARFE] AZLEY 02} SIEYO2| HILF F[2fH S2 018510 54
A7H Hets AolH F2E SH=E o= 34 YHOIC
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(1) SSHALt Z2I¢S Mgsh I FHAQI F 1Y AH2A| 1, 2SHALE =273 S0f M2 + U
EE Ok 239 S=0|ct

(2) E20|=0t M|, ¥4 M2, LT AR 23 A, 2[Rt Hst &5 & 2 SEAQ! shZof| AFBEl= 7Is
== Al35h= Z2130| R20|Ck
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20. NAT(Network Address Translation)0f| CHet AHOZ 27| 42 Zi2?

@ ABAA FHES MSQZM 22| £27t =0t

@ otdE 32 IPRA B ZAH|Q| siZ0| 7hSSICt.
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