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EE Z3lo] L8 AT EYO]=

£ T+

L2 oo wel 7HdstE MW, 2B A
59 = Ades A-Fs

@D @ — SaaS, © — PaaS, © — laaS

@ () — PaaS, © — [aaS, © — SaaS
@ ) — PaaS, © — SaaS, © — IaaS

© A

@ ) — laaS, © — SaaS, © — PaaS
2. MXIAAZ[2] SUAXMEIEHXI(CPU)E= 471X THAE
HIEMo 2 HAHAM S22 @stch 471X HAIA|

718 &SIX| b= A2?
@D Fetch Cycle
@ Branch Cycle

@ Interrupt Cycle
@ Execute Cycle

3. ARP(Address Resolution Protocol)oll CHet Moo=

IHE 822 A7

D Z2~EQ° MACTFA sigsl= [PFAE 7+
At

@ ARP 242 sl HEYALS] BE T LES
Z2-E oA U2~ E (unicast) © T},

@ ARP &H2 ARP 84S HEst a3 Aef BE
TAEN A BRZEINAE (broadcast)E o)

@ ARP+ Q5 7l&o] glern=sE 9xH HHE
AHEE

4. Access TimeO| H}Z

=Mz Lde o JHY

Lo
S L—

A2?

< H 7] >

3 Cache Memory
© Main Memory

QOoO-0-©0-@
OO-0-0-@

© Register

@ Magnetic Disk
@ oOU-0-0-
DoOeO-0-0-

HEshA

ol

H|M & (Non—-Preemptive) 2AHZEZo| 71&
Fe

o

£0

ol

D SRT(Shortest Remaining Time)

@ FCFS(First Come First Served)

@ SJF(Shortest Job First)

@ HRN(Highest Response ratio Next)

 Ch3olA 2EHMO| et MyoR g2 WIS

spooling) & CPU¢ == A

o,

~F
£ zolE Fol7] Sl F7IJHA
AFE= HIHAAH AEst= Aot

© "] 7% (non—preemptive) H212] CPU Zﬁﬂ%%
71Me CPUE AFg3&ta = Ay =
A7 T85H & & Z2A 20 CPU%
dFst=d HEH o= RR(Round Robin)
A= 7IHel 3

@ 7 R (virtual memory)E T 2A=9F &
517194;4;?] ] 7?"*94 %‘Zl% Hso] 7719

SAHY 2

O O, © @ A, ©
® a, @ @ ®, e
7. UNIX Al2BlolM Dol 28 750 siEgsts
Hoz J1& 22X e He?
D LAz e @ 71942 @
® 959 # @® WHol %




20229 MKl ZBE3FA TH2AR SHIXI ARE CODE: 15 2/3
8. mo|Z2}o|Y (pipelining) ZI#H0| M= ZFUAXZ| [12.CtS & <E7(|>2| Java T2 Al H3l= J1&
ZA[(CPU)Ol[A 2] ulo]=2[2l | X =(pipeline hazard) 22 AW2?
72 g YWHg dHi=zH X2 Aol 25 < w7 >
T2 e
== class CodeRunner {
< H 7] > public static void main(String[] args) {
@ dlo]¥ @A =(data hazard) A obj = new C();
— dlo]y ¥ Hde(data forwarding) obj £0);
© x4 3| 4] =(structural hazard) obj.g();
— B3 2o F7t )
© Ao} 3 A =(control hazard) )
— 7] of| Z(branch prediction) class A {
O O, © @ @, © public void f() {System.out.print(“1 ”);}
® L, © @D O, U © public static void g() {System.out.print(“2 ”);}
}
9. FH|FEA HAFHO gt Aoz J1&F 22X &2 class B extends A {
W27 public void f() {System.out.print(“3 ”);}
O %=vlY (nomadic) HATEHS> dA AA 7H }
shH-S d3tste] HoFE= 7]solt) class C extends B {
@ #A HFEHLS HFHIE AAX T2 o] &5k public static void g() {System.out.print(“4 ”);}
AL s = W A S Al HQ }
@ TH|o] A E.(pervasive) HFHS AFE7F =49
k)2 = 3l= &=
A =S ohe slwelth - g o & <=701>9 Blolg Rol s <®7|2>o
@ Aot Slwearable) HFTE UHH A= g0 2 2ust Fniz Iy g2 He?
3 ATHE U B dFE A4d F UEF
S A zolnh — <EI1> — <HI)2>
A B
10. HAIH 22| 2] of & (mapping) dHHOl ot 227 5 |1
@ direct mapping 2 | 4 SELECT SUM(B) FROM R
@ indirect mapping 3 2 GROUP BY A
@ set—associative mapping 3 3
1 5
11. UnixolA] <HE7[|>2| &YPE2 = HWHO=2
S an D 9 @ 5 3 6 @ 2

Ligst A S 7 22 A=

< H 7] >
O "EEg W gd &5 g2l
© A A T ZE2AEY HAHE &2
© A Al T 5 ZE2AME T8
® 7d == gHEE g yaa ARgEF g9l
D @ Is @© netstat © bg @ wc
@ @ dir © ps © bg @ wc
@ @D ls © netstat © kill & du
@ @ 1ls © ps © kill & du

14. Ckg & <B7>oM sk 7|82 7HE 82 A2?

< H 7] >
—- Fojo|dlES] Q7 W3t &
- JE QYUY AdAY EYSE =Y

=
- He 3EE AAL AR AT

HIZAEN

@ NAT server
@ Proxy server

D DNS server
@ Router
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16.

17.

18.

T UERZ FBlof tigt dHe= J1& A
7

H2E AA s
B 2]X|(bridge) &= 3 HIESA Al ENA &
o8& 19 =214 Fao #Agle]l Fx
v AaHER Addic)

@ 29]A(switch)= HoHKsecurity) 2 E@(traffic)
e 7R AT 4 Uk

@ 3F1B.(hub)E AEHFe AT E 19 A4y BE
el dgd.

@ a]r—rEi(router) Hole #AELS Y3t H A
@

2

A rlo

A0 =Y (Secure Coding) ZIHe =z JI& £X|

22 A2?

O slo]ELAE WA oR FEH AN dREE
&]-g-3htt

@ 98 gH F(Form) ZAAl POST WA HT
GET ®2l& AFESHT

@ AFEAIZHEH g€ A~3HE FAd FAES
LYy sto] At

@ <o1#}3}e Aol F-(parameterized query)S AHE
Elg=

CS £ RAID(Redundant Array of Inexpensive Disks)o|

et o= JIE ZX 22 A2?

@ RAID-0& y~3 ~Edo]3(Disk Striping)
Ao s T8 AAY o7 HAE Y Ao
sl WA ot

@ RAID-1& ¢~= 7™ (Disk Mirroring) %2102
< AFEE 2

3 RAID—4%= Hlo|HE H|E(bit) W= oJ7] t]xT9
waeto] AAgeh= Ao, o] sf2|E](parity)
U5 AREsi

@ RAID-5+ =9 2 g (parity) T2 thil
R yx=Ae]| sjEH (parity) HARE U0l
71Z 5k Aol

ChHE & &2ZEQo 2 E oFsh7| /e 7[sd8=sr
(function point)E AFde I D AlEte 2 JHE
22X 242 H2?
AAl Z= 29l 4(Line Of Code)
= (External Input)

5] (External inQuiry)
3} (Internal Logical File)

N o
ﬁﬂJ

19.C0=2 & 5’HA|7| AT WA L[S0l ot 4Pz

20.

M sAl &
@ LRU+=

=5 wASE ot

= -
@ Random2 ARG Sle} FsHA o= E5=
WA= HH otk

{

{

#include <stdio.h>

int a = 10;
int b = 20;
int ¢ = 30;

void func(void)

static int a

int b = 200;

at+
b++;

c = a,

int main(void)

= 100;

func( );
func( );
printf("a = %d, b = %d, ¢ = %d\n", a, b, ¢);
}
@D a =10, b = 20, ¢ = 30
@ a =10, b = 20, ¢ = 102
@ a = 101, b = 201, ¢ = 101
@ a = 102, b = 202, ¢ = 102
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o 5. k& & SNMP(Simple Network Management Protocol)ol|
HIE'I'-IEEE st Moz JI% 22X 22 H2?

@ MIBE= A9l oS Eolx AAe 3%
1. CI2 Z SSL(Secure Socket Layer) T2 EZ0| Aeolel, A9}t ghe FEslels 9 dnubgel
st Mo =2 713 X 22 N7 - ia=g
(D ChangeCipherSpec - Handshake X2 EZ9 @ T A= GetRequest2} 22 HA|R|E ofo| HEQ
ols] FAAHE =z tAY dII7|E o]&sto HUA o] dES FHE 83t
F5o ga= AFe HAAE B RS @ ddo|HEE vISARI Adsks AE|RlAl Aas]
A Al gHE Hsto] Trap WAXE #e]x}el] Ryo=2x ¥
@ Handshake - AW &} FEpo|dE I+ ol Aol 7oA = Sl
7Iew sk, a3zt daeFEy ol wE @ TCP/IP ZREZS AMgsl= HIEYTNA A=
7] 8k Al ARE-E T Aest7] 93 Aoe=w UDP ZE 161W
@ Alert - WF4 2 954 B A¥s A7) 16205 AF&-3tt

S8 dAlE ZREZo|H, Peer’t IP A
$28 Werk ol w, =] §3o agahs | O
SAZ} I=AE oluy] §la) wer 4F wlojE | T
o]~ g 3|3, =

@ Record - &S .2 FH (Handshake ZZEF, o

@
@
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rlo
40
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o
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ChangeCipherSpec T=EZ, Alert T=2EF
EE 8% FASE WAAE ey 2
WA= GRS E AL Aador gz, | @ SQL AT

2. 02 & @ Wi wg Fd|So| 2F AFol ofsh
HOE 8 £ oA skn, ofAlsIX| R8F Alsjo| w3tk | 7. CFS & SMTP Z2l0|AETL SMTP Mol £F
A2 o2 o4 £ QEE x|gsts ZzE=ZS AMEAE &eletezl AY EX oFE metsh=t|
Bofo|7}7 A8 = Us BHO= FAAUI?
@ ICMP @ ARP ® RARP @ IGMP @ HELO @ MAIL FROM
@ RCPT TO @ VRFY
3. CkE <&7]> & MAIE Well Known Port &0l sHEsk=
T2EIRS 2ANZ IR MElsHA| MA|SE 2427 8. CIS & 337I&e Eokd L& flst HEE|
7|0l et dHe=z JIE X #2 A=27
N D =eld giele wed el syel 490
@ 229 XE O 5 XE © 161W XE @ =24 gt =AY st Ets USBef &
A A E F3 o 2= F <)ol Yhs st
@ @ SSH © Gopher © NetBIOS @ =87 wig] Moz SBC 2 CBC 7|dke
@ @ SSH © DNS © SNMP Wie] 7ol £ g,
® O FTP © Gopher  © SNMP @ NEZAN 73t D HaaE e B
@ ) FTP © DNS © NetBIOS 2ad w2g Adoe] ssslrt

e
a]

4.tk & OSl 7HE ZHEolM SZ&3St= AS0l 7t | g e = yesAgr So| AsiAlDol 25| <5
tHE R27 7| olLt 7ol AP 2HEt K| Lol Al EsAtmel
@ L2TP © PPTP 4 2 M2l xigg R ofw, maj 27 Se
) SYN =#% @ ARP =3 onE SUsls TXE I g2 U7

@ CISO @ CERT @ CPPG @ CPO
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10.

11.

12.

13.

Cle & HTTP S& MAIX] &Ef ZE=2| 2|n|7}
M =X 22 A2?

@ 201 — Created

@ 301 — Moved Permanently
@ 401 — Unauthorized

@ 501 — Bad Request

slzo=z J1A 2X|

ol

1
—l
o Z LS —

=

Cl=2 = IP Spoofing
A7

@D SYN Floodin

RETA
(@)
(@)

-
A

e}

@ slowloris
@ RSTZ o]
@ TAHE

r

A& #7)

2 H
F=(Sequence number guessing)

CtE & ESM(SgEotERM)e| FMH a0 Cfst

dHo=z JHE X g2 d=2?

O BHetsfx] @ HF HFF e o] WAYsE A ~Elo
el A Abso= A& FPgrt

@ Manager @ ¥ =2EOAHRE gt T4

@ Console : #g]A= ESM ConsoleS AF-g-3lA]

FUHHsI ¥HEAE A&,
@ Agent : A2=Hlo] AAFA ZIFE ZIOARE

FAET

D @ WAF(Web Application Firewall)
L MDM © IPS
@ ) WAF(Web Application Firewall)

L MAM © IDS
@ @ Firewall

© MDM © IDS
@ @ Firewall

© MAM © IPS

14.

15.

16.

17.

CtS & Spoofing?] S/ZE 7I& X 22 AHU2?
@D ARP Spoofing @ TP Spoofing
@ DNS Spoofing @ ULU Spoofing

CH= <E27[>= VPNol| tieh MdHolct (ol S0iZ&

Mdoyo = JHE 228 A2
< H 7] >
- IPSEC VPN () &2 dlo|eE &3} si
+ SSL VPN& (©) @92 HolHE 53} 3t}
O o Z=dd © HlolH
@ @ dlolH © ZHYd
@ @ HA © HHAA
@ @ HAIA © HAIA
Cl2 <27|>& VLAN(Virtual Local Area Network)ol|

st dHolct ofF & (

WVE 22 A2

ol Soj&d dEe=z

r

0

< H 7] >

VLANS o8 7o FEHyE=E (O ) =d9dds
=7 fEiA G 245 HIESZE (L )=

231 s Y EO A Hol&= EE YEY A 9F
SO AA VLANS EE A58 vE ZUHY
XER BASE ((©) 715E A&,
O O FYNZE © =84 © FHE HHH
@ O BREI2E © =84 © XE H|HHY
@ O FYAN=E © =84 © XE " HH
@ O BREI2E © B4 © sH HHHY
ClS & <&E7>2 AHoM ( )ol S duo=z
I g2 A2?

< B 7] >
ANTI APT &FAHdA dAHz=s FHo=
BA357] el dHIZ=E APs Fo 39
25 AT ol PdAE 42 ( )
37 o A g3 Fofof &k}
1 SCADA (2 Sandbox
@ Cloud @ CRM
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18.CI=

19.

20.

< H 7] >
Tepdump® HIEHALOA s A7ls 2gske
=it AEHE s 54 XER (O),
24y =S (O ()= dAgsfoF gt
OO x2E vHH O A R=
@ @ FAE 2= O XE 1y
® O XE " © B w=
@@E“}Heﬂ 2= @Zé-ﬁh i==]
Che & <E7[>o] MyolA (ol S0zt Myoz
I g2 Ade?

P (@) MES] F2 87+ B9 soe
(©)7le] 2= Axx 9o} 18w
(©)7)1%5% A9,

D @ 128 © 8 © 9=
@ @ 32 © 4 © <dF
® @ 32 © 8 © 17t
@ A 128 © 4 © 917}

ClE & 2sA AA"e HEfIT 22 =7 ¢
Mb|Aof st Moo=z JI% X 22 H2?
@D ifconfig - HWELY A QAEHo| A9 [P 4 AHA
@ traceroute - HZF FAA HFHIA STt
Ax= o 719 g-9-Hel st 4= 2 3H
£EE %A
@ fping - VMEHA 2 A=, 5% HolE,
=
=

Aol B A BH =

@ tepdump - UIESA HUHY
AEE = =72, 9% 2 7es elA, 54
Adzre] 29} A= we} Yshk= E }

)
JH
2
o
U\l
>,
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SHEHEUAE

HI
e
i
L]
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\Y4
lo
Iz
OEI
2
x
=

< H 7] >
( @ ) A2="y JEYFIS H 2 ALE 5ol
Ak 2 Ul8o] 7|5 AS Lo
( © ) : At &4 2T 5 A= Y5HA
Z= AR ZHAE Ygloly A=
Elxeiaes
( © ) AR Al2d" B T Al 2=H 7R
st stEl HE5S Wkt
O O =21 © ¥ © F7
@ o =21 © 3 © AA
@ O 94 © A © AA
@ @ 9 © 93 © F7
CCI2 & dssd oz otMEt o AHpseudo) L
MM7)of st Mo =2 JIE X 22 HU2?
D AAAE Fd9 nEE F239=2 A3}
@ ABAAE FdEo o= B FdE fgE FE
TEEHE FA4E £ Qojof s
@ Al=(seed)Eal B8] UH a2 9ol dEAA]
FEE H|E=Z slofof o)
@ AL AE(seed)E YEWo} AAA Ldig|F&
AL835to] =9 B EGS A ST
O & 3 Zasy olF ghalel FHHEA

@ A= #3211 7] wjxE7|To] FAAYLE 7
N sh=
@ AW E2E= AAIIE o]g3 ElZl 7]HE AdF

FeAFA Al gsk EjZ(52] A
of A& = Sl
] 2~8l 3} oA SSO(Single Sign On)

NAEE TEE 5 gl

L CIS = BlSA AJAEOIM HAYE Mao| ZatxD

n

— 0 AT o

SECECRSIN
=

——

ALEXL A ETE 24535 2o /YU o2 7
22 AH2?

@ /etc/group

@ /etc/passwd

@ /etc/shadow

@ /etc/login.defs

X
o

Clg & 742 2ano| oist dye=z J1&
SX| g2 Ad2?

@ lastlog : AFEASo] mpx|uwto @ & o}L3)
HAEE 7 3l

@ utmp : A Z13 AL AHE AT
o]
A

@ wtmp : 2103} Z10}Y A|AE] HE HHE
7HAI AL 3

@ sulog : su(switch user) W&EolE Aadst AHE

74431 9)

Z hwp, pdf, doc 2 EAE & s5}s}0d
7= AMAE 7|9 W HEE BESs= AR
(=}
=5

= A2?

Q|

e X

RM @ CDR @ NFV @ EDR

M
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Ra RN
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9. CtS & RYAOAM mo HMHE2 HMSIE find [12. 2l5A M| Z2|XF AME 6l A|AH S HHYsHHA

SHUSE JIE X 22 A=27 & Cl=23f #22 A|A"” dlol2| &0 H=E

@O mtime : Lo WEo] FAHEH AHE 7|Fo=E e gelsiict 34Ae oM mdg HES
A gt Ol 7t 7t& X 2AH AHE H27

@ atime : Ao HIIE AIFkS VEom AR @ ps, top : 5 Z2A|S HHE w4

@ ctime @ I £A4, A A7|7F HAE A @ w, who | 54 AF&ALe] AEE =4
el = A @ Is, du : 54 vdo|} HIEYE =4

@ rtime @ Y A& A= VT o= G @ ifconfig : &4 IPA 9 H&ES +4

10.ck=2| @ ~ ©d

7+ A4 st

H %

@ @ ARIA
@ @ ARIA

11. A8 BE[X}7F AL 5=
s 1 87t JH&E k&8
@O AWstats
@ Acunetix

13.

CI22 FTP(File Transfer Protocol) A{d|Aof CH &t

&2 MHst Zo|ct, JI& X Z2 H27?

O AFAS ZE2EEFE TCPE AREstal dom,
ZEfo]AE My Rz S Eo] Qi

@ IETFo] u}z} RFC 959=% A ojHt},

@ 7|1EH oz HME]H R (Active mode)2} TA] B
T = (Passive mode)E A Y3},

@ Aol AAL 21 FEE, Holg d4& 512
o] X EZ AlE3IT}

4.ClF & 5 &5 da2|Fe FFIF ofd H2?
@ RC5 @ DES @& MD5 @ IDEA

15. Cl22 =% 59 =Molch 7Fa 87 Lidst AH2?

< H 7] >

@ MBR - Aol ek 71
A28l AR7E 50 9= MBR BEE ¢=th

=]
5y

()

©
zrafos AxEgUt FHE cH
A ~ES A5t bootini P o] &S
et

@ NTDETECT.com - AX¥ st=golE AARS

@ ntoskrnlexe - HAL.IS = =3k

® CMOS - AF&AZF A3 712 AbeHE
Al ="l A &gt}

-®-@

ONONONE)

® 0o e
@O 0O
|

Q@ o
|

© 0o

|

@@ O 0O

® QO
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16. ‘AlOIHR|Z|HE’S] S22 T = HESAMH|A 20.514 $ctnt O 24 2ol fst Moz J1&
M3 XH(ISP) ':'F01| Zof fE= o[V} LSS =X 22 A=27
B, 2dsts 422 thAl= 7AW @ Ransomware : Id& o33 & HIIE
@ A7 = @ A ¢ zA02 48 27
Q T2 @A @ A @A @ Rootkit : 28] IdFH HHHY ZF F=E
Abolsle] @ =28 <] o 7]
17.ct2 & dA2H Eob|s PGP 7|522 71| @ SQL Injection : HloEH]o]2ol] Hojo|E W xa}o]
2K ¥g2 H2? T A}
O AAAH @ =3t @ Cross—site Scripting @ ] #|o]Xx]o] °o}A
® A% OEER AAPES S] AnE 5
18.ct=22 HZ&8H =2 (Access Control Model) &
FZ2MZE HES| et 2HE 25 18 A=2?
< H 7] >
@ #e}utE 2 (Bell-LaPadula) =9
© ¥]vk(Biba) =&
© 2= Y<&(Clark-Wilson) 22
O @ @ © ® O O @ O ©
19. Ct2ollM dYst= 7|2 S/ FAUII?
< H 7] >
@ WHEA o 2 Alg-el= 7|2 b Hytol
g a3t
© FHHRE AMEShs 72 AlEe] FREW H7|EH=
7] o] .
© M|t SdeA| ="M AxAE-E HET7]0] AL,
Hi-dlolg o] tostdo 2 ARGt
O @ A7 © A7 © 7117
2 @ A7 © A7 © & 7h7]
® @ "t=H7l © AA7I © M7
@ O A7 O "t2H7] © 7HR17]







