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#cat /etc/security/pwquality.conf

minlen = 9
lcredit = -1
ucredit = -1
deredit = -1
ocredit = -1

#cat /etc/login.defs
PASS_MAX_DAYS 90
PASS_MIN_DAYS 1
PASS_MIN_LEN 9
PASS_WARN_AGE 7

1. ctg & HY 2| ZZ<(Buffer Overflow) HSLH=Z
7|.7E|- K-IX-I |.)(| Ol-% 74 29

@ DLP (Data Loss Prevention)

@ ASLR (Address Space Layout Randomization)

@ Stack Guard

@ Stack Shield

12. o™ O||:||7(| | 22 HetE F0f 23y HEQIT}
ir] ( ecision Boundary)e =4 2 olAlSHA
z|Eo WANEN U

‘3—7—| oz J}& MAHS {29

I_ .

@ Side Channel Attack
@ Deepfake

o m9¢

-

(=
(D Adversarial Attack
@ Bluekeep

rnr =
HE
=

10
ol
123

AOH

rn

A

?

rlo

13. Ch=

@ % 7]3}Synchronization)

© Z2 A A7 S (Inter Process Communication)
© POST(Power On Self Test)

@ A A A (Message Passing)

D006 6 e @0 0 6
®0 6 @ @0,

oM 7129l 7|s22 82 AS8 2F 1

ol ot

Hajelsac B AlAY TE F lnode £
Hoz JH& MHEoHA| g2 A2?
ol dE el e w

E UL A il claleSlmode) ¥ A

@
@
8
@

T

15. 2 2 S ksslof ofst HHEHe
@O WEPE 74 @ 45 %iﬁrﬁ}ﬂ HOH 80211b IREZF
BE AaHs] AZ
@ WPA-PSK+ 802.11i HJ X
Hol BAAHL o _
@ WEP+= RC4 OPgﬁ} dugFe 7|Eoz ALES
@ WPA-12 CCMP 45 shia& Al-g-sto] WEP W
sldat7] Hsl AQE mFolth

Ao,
e,
-z
M
o
frd
=
eol
ae)
o
1>
Ao,

16. 25 2l(Blockchain) 7|8t Z|=of Cist MY¥e=z Jha
MEotX| 22 A2?

O T4 HEYAY AF E5A] ARE YEYA Foste
REEo| A glom FYd A wo] 4 Ao
#E A

@ &3 7= A5 MA T AY A APEHE AAAAEE AF
ate] AU gol WAHA FdSS st ECDSA A
AN dagss o &3

@ olF A BAe] A5 oAl HH 0w FA F 3 o]
ARAE Fastes FAE BAG 7] A&lA & 3% The
Longest Chain Wins WA Y &S o] &3t}

@ WEZR, RYZ F9 A= Ui AESH([PoS, Proof of

Staking) W21 & Ab-g3ic

17. Ct& X2 VLAN(Virtual LAN)ofl Chsh Mado|ct izt
ENZ U2s =Mtz Lidst A2

VLANol& ( O ) EHES Agtste] 5423 EfI s A
7] 98 ( © ) LANo|th 29A= sBAY 3 TEA
B dolHE BE XEO AYstA] ¢7] Wit 294
s2& HoHE A48t ™ sBge 9y (©) 7es AHS
3o gttt

D O HYMN~HE O =842 © zEVHY

@ O BRofrE  © =gdd © LEQHY

@ O HHMNAE O Y40 © TEIHY

@O rBrEEA2E O =Y4d  © XEZHE

18. APT(Advanced Persistent Threat) & & 7|# & E=z2jolE
-H}0[-C}2 2 = (Drive-By-Download) 5242 &2 2 73

-

MAESH 427

D EA 719 FAH e BEE I18S ExE AgdyE 21
A ARl 9 E 4otk

@ FAAE T2 Wl F2 WEes QAo BF JRE
Aol shebek (A3 E et 7IH) AlZdlo] FH kS o] &3
g AlolEo] tHAEE HojFE FH 0|t}

® % it WAUSH solREs X oM AZEY AR
EEE LA sHH

@ FAAE Ao USB Wz ot a=s 49 EA g/
z2 9 o5 FA e o]E WA T Tt o]F THATHA]
U5 PColl dAste &7 #AHA ste T4t

_25_



dRE 2271 g8 POSel s+ sZo|t. POS
Alzdle] HEEE At o8-S HHoR AEIlEdE Y
AQNAEA G o} -2 W17k QIR E s}

(D Free-Riding Attack
@ Ransomware

RAM-Scraping Attack
ide Channel Attack

w2

20. thg 22t2E diEel dHold 7|lg & ()2l S0z
o=z Jhe MAEst A27

T AlAEo M o2 FGAATE A ARE ¢ =S bk

Pslel g2 Aol 2lEna A 1% (O )9k

(O )E) T3l AR & fEgAold ZeA~ER
sibs A9 s

@D O cgroup © namespace

@ O cgroup © dmesg

@ @ pacct © dmesg

@ @ wtmp © namespace

CBEIX|AEZ|et HHE YESR JIE MAESIK| 2 A2?
® YA2EdE 92 FAAY 8 ]
A 78k o] B l*i oAl 7EA o] FET|7F EA g
@ MBI T SAMS %% 0So|A AH&a1e] 458 LM &5
NTLM @A 2oz Adate ot
@ FE7| F HKLM7|dl 235 doleE Alx®e A8 &5
ojuf AREA AA e o3 )

)
]Hﬂ Al A~ €l }é;@)ﬁ

2= H =
—'—?(

iy
@ Ao tsA7E Al &gl A= US
YA ~ED dto]HE o] Felof gt

22. HUXEA[A

@ UTM

EJl UEYIE SaliM ct2 Z|
g =2EE FEF & dlole7t
Zlctd Meolstot s 0S| #x2d ME52EH =225
Atolel Zt HBoM &St = S

@ BIT — FRAME — PACKET — SEGMENT

@ PACKET — FRAME — BIT — SEGMENT

@ SEGMENT — PACKET — BIT — FRAME

@ SEGMENT — PACKET — FRAME — BIT

HOolHE &

= - O

SME 7V M= He)

o =

24, IP izl HES| WELZ JtE MAESIK| p2 A7

@ HL : o] HE Foll 45 3+ Fho] AA| lr 9] upo]E Zojolr}

@ Flag(DF) : DF #te] 1o]¥ dasts 2] ¢okes o et

@ Flag(MF) @ MF gto] 0o]H wpx|2t dsfo] At et TS
ofm gt}

@ Protocol : IP AT AMH|~E AMEshE 49 AT Z2EEES

A 9)5m ICMP, IGMP, TCP, UDP, SIP7} 9l

25. CtS M e Z2 2 (Buffer Oveflow) &322 S =
stLbQl ofMsh IY T ESoA ALEES AbMsiof st
st 25 % JHQIIR?

7}, strepy() L}, gets()
t}. vsnprintf() 2}, scanf()
n}, fgets() v}, streat()

@ 370 @ 47 ® 571 @ 671

26. 0S| 74%& % dlo|He ¢4z 2538t J|s2 FHsts
HELZ Jt& HAHst A2?

@ 341%(Network Layer) @ 47)%(Transport Layer)

3 571%(Session Layer) @ 67 % (Presentation Layer)

27.

o
om
Ral
Rl

AH(DS) & NIDSe Loz JH& MAHSHK

§Q O

2l o2 Mo @

@ AA AAE AR A wek ol ARG AT o

v}
AEatar, ojd S FeAd Bt 7|=2S @l

=2 ML 1= H

N2 Mo

\l
.
>~
—

i o o o

SAHAY dolE 7}

© ©
do 5 rE o

4 N

B

T H&

>. oY,

;0 rr mlo

3T e
o o =

~ Evd

=) m

Sl ==

2 fu

=0 o)

N o,

1o, o,

Y p
—~

R

=

oH

i

rlo

X

1o,

@
o o,

odut B AN 2 I7)2 By YEYIS
gz s ICMP #7)

olel Az B sto] 34 ol Azgel HpaE doss

@ TCPe| 72744 2H02 SYN A7TS
Hujo] 7} Aule] FA] 78 ARAF 5 Afrdke] the AREAPE
AW E AHEE F G vtEE T Aot

@ HAS ZYaEG ] AES uf HFl& Aete] AR

BAE o) §3e Fh0

1o

o

37 W AzRe PaE FAA9E Bl
@ 294 Fa% 234 Favk e TCP A4S T4 o
Az B b AEA £5 ARete] Axd Ris

29. Google Dorkoll CHst MY¥ o2 Ji& MEsHA| 22 W27

@ Google Dork2 F=& o|&3t 7S Tetr}

@ TFHMAANA “cache: policeackr”® A A%
=uele] AAE AHE HoFErh

Q@ TEAMARNA  “lnurl: admin”= AT HA$ URL
admin ©ol7} 507} gl fulo|A & RHoFr

@ T2AMARAA “site: policeackr”= AN AL ABHE
s At e EHed ZAEE HolFt

-~

_26_



s M o
. R T L
;]] ; wl I= K o) o ~N KO olp olw 8 A K O_m_.
= T1 o) o WJ ™ M m___o Lou Mr T T o ﬂw K ~ M_M N_a o o _u_A._ﬁ K
%o WK R e of k0 ~ = = = e
AL N il _ DS N = 0 o @ﬂ nl = wox o (- o = <+ ol
B < A . K T = ) 3 " < _ = of
S 4 T A =T p " I
T oo = = X ol a T Hp — =0 Bl 9 ol ~ ~ o 0 K
BB od F TR o T 2y o N GEwm lme w0 N g
D S S A R o o TREH | g EA g
moo B wme e L M E Lo~ Jo gy i W= T W RO R R oo &
oo e WX of =, NT L ~ _ Mg o FeTn |[BTET L Ma
S = W X erPE T Ok oF = Lo L | T RER LG ®
: < g R = o 0 _ B B3
s &i@ﬁ%ﬂ mu_ =) %%%%wﬁ N HMA ﬂﬁ R QOO s
. B o ' : _ — 0 = K — G 2 =0
OLW&%%EMW w5 ol Moﬂ%%% 5= ol W %w% %T%%%ﬂ% m%ul
™o = Hr o T oo ™y = = — " olo Al o ™
o N o O ol A- PRy N < o o e i I R
x%%?%ﬂﬂm_x - uPo anum%%ﬂ_z 2= 20 = Eonhww wo%m‘nwﬂ% oo W%axﬁ_ﬂ
.Mulﬂwazilmumu}ﬂhmﬁ‘ol ___M._* How.mr.uﬂoﬂ;i He. 0_1_% .Juu_m_.u__..__._._ N o mﬂHEATMﬂm_x F o= B — ﬂamol—u&n
T hdE L rmee 8 2ECH¥se .20 @ TEE SV TesrTioiol axze
<5 oo 0 RR o s N - ol A~ o mr - =0 8 = o . o —_ o E ol & = =
e Aamﬂxﬂ_ﬂhﬂmu_so:u ornﬂlﬂ.oﬂnxlﬂx_ﬂﬂul H S o Eﬂwﬂdl@lw}jxlﬂuT T o m o ﬂ._E__|O
ogﬁﬁréﬂoa%g%_@ hll ﬂ%W%%W%ﬂ% H S @Mﬂ@(ﬂoﬁWEW% TR o o
- o _ 5 — mm o ~5 = K o o = o) W o~ N =] ,HL o) ,HL e
0 = 72 O % 75 S B g0 o T oF = = L R =0 = " ) s At ° o H o ol
™ o o o Mo o4y ok T o Bpia®%aTg HKBI=T LS gl (Z2X3 Tl
&%1%5,%5 I:f .o O o = s ﬂ_gmmlﬂémeh_o ol o wmu ﬁmudwﬁ%(%@ﬂn%% ® ﬂu_%_..ﬂ_
OM| Jo &) || = 7 Al E oo Mo wo__LWJMﬂ.M]P&lMTﬂﬂﬂ NOROR [ N B oM ~ s < S ©OOo K B
WR W TR W E H&HEPOM; o " = O - 000
. O
e @ ® ©® g e © £
—_— , ey
« - a o E@E om s EF ym m.m
= : 5 B oo o & ml N = ™ ol b 0 - o
S IEdEsTILE e mm Hw I NE oM _H o
DR %W%m Dol Zrmﬂﬂﬂ%%%ﬂ ol =¥ RO mjmﬂ . Mg o % uv% {7
o= B g ol O =T om o < e of = ° T = O I
T Meﬂ;l7ﬂa% LU %Wotﬂowwoﬁqo» |oﬁ %:%% ﬂﬁh Sdl ﬂoﬂt ut:ﬂoﬂuﬁ Hlm;
M | B o Rl oo mo ) do & 4F b o wa we Ko o w TR Wl
T om | F ol Rl OB PR o ol N 7O E I om o g
S g Kl®ws g ° s W e T MRS owmL emwg B4
o F T g P ClETEEIRE st re Be o g L TR DICH:
o e s = o oF ° oF T KO e < KU Ho =
R K mﬂﬂ%mﬁmﬁ o N %H%W@&H%W HEONLE By ma e 7zﬂﬂ%m%ﬁﬂﬂ%
KD T ~ L AR 3 e ) w o - S » N 2T R = 2
T I o zf%%ﬂﬂmﬁﬂiﬁ HE Qe O o M T T ﬁ?%ﬁﬂ%?%mﬁﬂo
T ol [T & " o RS o R X Hogaw gl e F
so(Thyds |27 I o Wy N #E . Ie FPZyomiwz®d
o 0O =y Mo —x . 2 = qgega ﬂﬁﬂ,ﬂli o = — W%° o o X Jlm_/E_]urL7
R W |5 xRy 2w S | B Bl o T T I I e T -
= o o — AF = T o ERRAIDS N 0 o 9 0V T e o MO T 5o
i ﬂ N ~ QO — PR C._O _~ ,Ul K | EE E,.w =) _H — To ~~— <X — _—
<r &7 775 g o| @D s | T P NN 2 S o iR X ~ p] Fm o P 0 @Jx.s@ﬁ.ﬂ&ﬂw.s
TS o do Wp M| B Oled4lms M7 e TartHeReT myMdeTe T3
My 2l E o E;Tuum,ﬂﬁﬂmTﬂoL My Smgage® = < ..1Ji$0uimﬂﬂﬂz__ﬂ%ﬁ
I S - = R A =g BR g S5 F W F R P < e X e W
—_ 5 %AEo%Z_mﬂWMo ° S Mﬂmoi;o o = = | ™ = . T S ,O|EE]_1EIH E]_WLIM«Q
e R ARG Sl R N R T R Gl T e < Nl R R T O e
Y et T ilnET X|TsetioEiy|TE EETERoRRLRL JEaiiLosit:
ol — 0o X5 LI fis o N 2w =~ T EF T X W W 8N X o o — " o =K o
o_ma_wmﬂ@%ﬁ I mxéﬁwq?cw e B o N % ook Ho Bo %ok m- BT & B MWK E do @ B W R
UF pegueg 07 ®E D Tzl nidlon wo @ S g ® @ ©
S |TFHFNFLIOOOe Z |AF®F 2w =0 &
(ep)

_27_



A

AH|Io A

AHlo| 2H Hi2HA| HZ=X| 2

=27

38.
=+
@ *ME POﬂ A €]

Improper Administration

© AefAel HekolMel A

- Virus, Trojan Horse
Unix/NT  Security Holes,

M

394 - Poor Programming, Weak

Authentication
@ WHFAQ Hete Ao ¢
Unix/NT Security Holes, Improper Administration

& oA

H -1

Virus & Trojan Horse,

Bulosh

of #2828 25 M5 2=0f
ls2 TCSEC2| thAlE EotsZ&

A H Kol A EOFOH

SR P

39.

Mo

rin

==
Y
?

EJ}
Re

|0

ll

® B3

_28_



