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1. AHR 359 3 51 T 7H-A(Availability) S @5k 9=
L e Fodr

@ d"leol¥y 2 (Modification)
@ A ¥ 22 AX-(Denial of Service)
@ A& 9% (Masquerading)
@ EgY &2 (Traffic Analysis)

2. T F 54 T4 (Passive Attack) 0.2 7FE & AL Hoe17)?
O~

4—‘?‘(Dlstr1buted Denial of Service)
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MAE Ao R DESe| ® a1},
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o5 3le}l Boslo AFEEE daglso] get dadl o) =
@ ARIA ¢t dag]Fel AMEH = 7)ok 259 dol= AES$
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4. va AW T M A 22 A2 FolkI7R
@ 5% M= gL A5, A7 G2 s T

g9T dugE tt=o

@ grdor A7) ds dagFol 7] g5 dawF
Ht} rest £ waT

@ FM7 gz daglEFe FHEE RSA, ECC, DSA %o
A tt.

@ N7 gz dueFe AFH FA A E A FE

5. SPN %9} Feistel 73] djgt :

@O SPN %+ ¢astel 5353t o] dste] =
Bl 2 o},

@ SPN Fx9] &7+ AES, SEED, BLOWFISH &

@ Feistel +x9 435 s 2AAHA b:
Aol 719 Ao], gp=9] Folt},

@ Feistel 7%= 9w
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i

A= 8
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Ao Mg w4 82 A TR
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@ 43k E5 A% =T SR AR s E5Y
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) BE pEtt 22 %L/F bE AEdte] Keg=(L)E ALEE
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@
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@: p* mod g ©: p® mod g ©: p™ mod g
@: p* mod g ©: p” mod g ©: g mod p
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A < AJ(MAC : Mandatory Access Control)©]|
gt Adgor &2 A X5 2 sfelr}?

7F F92=(UNIX) GAA L] 7] FZAle] B 28
H Aok

o Hx A AAE A H2 Alo] BAE AR A=
atiE AgH

th Folgl ogFel| vulste] Hto] AojHER FR AR
A8 Tt

gk AAA H Alole diEAQl 73 FH= ACL(Active
Control List)o]t}.

D 071 @ 170 @ 271 @ 371

L2 EF sk dgow

B4 BAgelA Fetoldmsh Au 1k
1

AMZ 2= B 29 2 (Time Stamp) & ©]43t2
Abgho] ElAlS EHAFSEY] AALESE s WA 5 9l
. AW Z22E AAM(SESAME)S] 7
wekstr] 918 sl Zolth

@© 174 @ 27 @ 37K @ 47

13. 9318 2~ =(0One Time Password)®] A =

AZE 718 WA gigk Ay ow Tt &4

AN 712

DO OTP XA
ANojof ki,

@ A AIZF ol AFE A ElH A=
A7HAl 715k oF sk A F o] AT

@ Zogy WA HT AFE-2 AT

<
@ RSAA}o Al W= Secure ID7F o 34 o]t}

o of\
o

Y
Mo 1»

&2 o

41 ofN 1o

Aok A MEel A JR7E F 7] 8 o

HE S A

Mo

AN

o
o,
9

st

14. W9 RH}EEO(Buffer Overflow) & 7ol g3t WHOZ
7].?<]— Q_X]

FEel maady QolE A8u

@ gets(), scanf(), strcat) T4 AFES AASIA  fgets()
fscanf(), strepy() & AFES AFS)

@ =8 W& dAGatA dA8etn Z2aF A Antr &
Fanol v x| gk

@ 2ol v FAAY FETF AYH A KstEE gt

15. 9 22(Unix) +GAAANA HEo] ‘chmod 752 test.c' & A a3t
st o] H Aol U dyow M &L A2 FAANP

O group A% @ ¢7](X) 271(0) 2F(X)
@ user @3k @ ¢]71(0) 227]1(0) AP (0O)
@ group A& ¢17]1(0) 271(0) A3 (0)

@ user #3k 1 ¢}171(0) 227]1(X) 2 (0O)

L=,

- AR&Abe]l ARG A=)
SID(Security Identifier)S

- SIDY| 7]8+e Fo] kol
oF-5 AAgsta old dig AL

@D LSA(Local Security Authority)
@ SRM(Security Reference Monitor)
@ SAM(Security Account Manager)
@ SSH(Secure Shell)

Ak ARg ol Al Lol
3019,
deE el e g 54
WA E AR

17. 9 2=(Uniosh FE 4% F 7P £7 g 28 Rolerl
D Jete HEIE Aze) 373 44 9 Fe A s gnk

@ paccte= Al2Elo] 21913 BE
T 2o AHe AAE 2 1Yol

@ FAA =" 9] i-Nodetw o 3, v 47z, 9L
olF TY HRE 7HA L 3

@ SetUID7} AAH wtdo *‘SEQE 5ot g 4
Ay

18. W3t (Firewall)ol]l tish tfs AW & &4 &2 A2 BF

Ed i

7} 9§71 e g (Packet Filtering) 34

B2 ARed weg 2 kAo {%8}04 T8 A

L. 2HolEE 7 HAKStateful Packet Inspection) ﬂ‘ﬁl%
TH-U-Fw TCP AZ2< 3§84 &, + M T

2 i% Al (Circuit Level Proxy) W3l¥ e TCP
TAHTE FHFEE FAHTE o83k A slo] A7)}

: ¢l o] (Application Gateway) '3}
IEA AHE EF Y JEYI e AAHA A4

o rlo

\__1_.

© 174 @ 271 ® 374 @ 47

19. AYEAA2=E(IDS)o tieh Aoz 7Hg &2 A F31A71?

DO A A2E S F AES dXozR Y AT = ZaE
A& gkt

@ Host-IDS= A A =HA et}

@ & AJFA 7ML L& E (False Positive)o] =t

@ HJEA 2 "FA >HelHH — oy by 9 FoF—
B gl oggre] dAR Agrt

20. 7PIAPATHVPN)ell tist Ao 71§ %3 AL TR
% UELAE o] &3t AN HIESAS} 22 a9E A3t

@ VPNel| At8%+ B49@(Tunneling)< Eujdo] dAHE
& TAE Apolof] HFHE RS FU Y gez AfEs)

sk 71s=olt)
@ L2F(Layer2 Forwarding)+= PPTP(Point-to-Point Tunneling

Protocol)¢} L2TP(Layer2 Tunneling Protoco)S Z 33t
2l o] T}
@ VPN dlolH ¢hssl, HtAlo] 59 HF AU A~E A3}
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21 el A AWsts AlagoR T &2 AL FoRIVE?

@O NAC (Network Access Control)

@ PMS (Patch Management System)

@ BCM(Business Continuity Management)
@ ESM (Enterprise Security Management)

22. 2ol AHd= EFF 2 (Bluetooth)e] HeF FHefHow
g AAsA AdE AL?

@ : TE HolE ¢ o]Folu} WixE Ztste Zlo] ofy 7]l
AHEAE AZA sk A Qde ErE fdel vk

O EFFEE ZA7E JAF glo]l ARE 7hESA w ks
A&l ¥ OPP(OBEX Push Profile) 7] 2 Al-&3}o]
EFFE AAREYH F4AF 59 &S 8HH o=
dets 59 ¥4 WHolt

© A7 BZutd FAE EYHoR AFS AAHH e
At Butd A7 dskE AAY OE VT ES T
dgtes 3 Qo

@ © ©

O EFAZ(Blugjacking) 52U (Bluesnarfing) =517 (Bluebugging)

@ EFA7Bluejacking) EFH 7 (Bluebugging)  EF=H(Blueprinting)

@ EFAZ(Blugjacking) EFHE(Bluesnarfing)  EF2AE(Blueprinting)

@ EF8)7)(Bluebugging) EF2UH(Bluesnarfing)  E-FZHH(Blueprinting)

23, FA A uekdh YAR Aoz §7 B AL BE W Ak

7F A e FHekdS Hekstr] 918 IEEE 802.1x9F RADIUS
(Remote Authentication Dial-In User Service) W&
o]-&3l FHd AREAE QlE et

1}, WPA(Wifi Protected Access)i= WEP(Wired Equivalent
Privacy) 939 <9HS H 943 CCMP(Counter mode
with CBC-MAC Protocol) %3} W28 A3t}

th. WPA2+& HSE Z3tE 913 RC4 il AES dig&&
AH-&-ghet

Z}. KRACK(Key Reinstallation Attacks)S WPA29] 4-way
=A|o) Ahandshake) oM HIAA1E Z2bskaL A dEsto]
HAEE 8 5st= 340t

O 071 @ 170 @ 270

@ 371

24. MIEQIA 7IRke]l FA ST ol U
& 22 Ae FAAU?

@D Land Attack - HZ ZEEg EFE o] &3to] 2] A~
Tt Y3 2(Source) FAE 7H Q- wzle HEY )

@ ARP Spoofing - ARP H|°] &2 ARP reply WA Aol u}z}
%4 (Dynamic) & & #e]ate] 24},

@ DNS Spoofing - 583+ Alo]Eof thaj A
hosts ¥l =3 £}

@ TCP Connection Hijacking - TCP 2474 34 A
=4 & (Initial Sequence Number)E 2o WMo 2
Elg=g

rob

uel gAow g
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e
Jot
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:oé

25. VIE®IA 2~7§9d(Scanning) ¥ #HAg Ay o= 71 &7
g2 A FoRIry

O thEA el 2~ =52 NMAP(Network Mapper)©o] 1

@ 2" (Stealth) 22709 T/ ZY1(Flag) #S EF A4

sto] A4t Xmas 2% Z#1(Flag) #S 2% AA
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