| UEY3 =2

RECEERRIREN

Ha

Ha

fa

fa

HIEYT Hot|

1. ICMP(Internet Control Message Protocol)9]
B AL
O YESL voly A% oF B
@ HHAZE 5 wHA B
® HEYZ £ By
@ Timeout X1

5oz §7

2 Theolq Awals wa 74 wger
YEHAZ Soler 2 oy A e
A7 LEYoR 14 WolE G, Wad FAER wl
% AOEsol] 25 So= 23 Wolg @)
Mag saEE 2w d9HE ANA @8 BE
H5e ARse, 232y BHE WAL FAES
AAA Fe nE HEe ANGEE 44T

3. OSI TAIEs 2+ AlZol $5-A5e T2ES doJE ¢9|(PDU)E

A AF v UEYA A . HolHya A%
s v =y
O =4 AaHE SIEAl
@ = 77l AIHE
@ MaIHE ¢ 7
@ AadE RIEAl g4
4. O~ @ o &g HHAE vl27A AA A2
O (@ )2(x) =Y Udes dAY IPF2 v3gS
golsly] 93] DNSell #ojst o Al&sle WH
O ( AR PFae &2 v 4E548&

&) © ©
@ ping tracert netstat nslookup
@ nslookup ping netstat tracert
@ ping nslookup tracert netstat
@ nslookup ping tracert netstat

=]
RN

o

“n

M

Mo

)=
R

[

. TCP &t]e] Alol&

5. IPsecol st Aoz &4 ¢ #Ae?

O MIB(Management Information Base) — IPsec®] H.oF A& o}
e AEE A% U ARE T e ART xR
@ IKE(Internet Key Exchange) — IPsec®] H.<F 3 (security
association) & F-H3lal Q3 HoH| W 7|5E AN
JAFAE S A AT AlTahA et

@ ESP(Encapsulating Security Payload) —IP 3{7lo] thgh
7IAA 9% FAANS AFE [Psece] HE REol HY

Rodia B 54 7bssitt
@ AH(Authentication Header) — IP 3{Zlol] tjdt <=3}

FAEE ATA, 7R AT e

FAE Ty BAA FAE g8t 5AA Fi9
TER ZYdE FA dFde WAoR Ad Azt
HugtE Faldh ZH e ofvF BT we 5AX
AN 7 ek HAolth

O AAF WA(cut-through) @ AF F A w4

@ HtolF 4 @ Hdolw A

. UESA F AlPJ(NAC) Alz=dlell tigh dos &4 o2 A2?

O MEYI Hsh= %‘%7]9] HOPGA F4 o RS HAlete]
YESD HEs $AE = vk

@ EHRAA Do w}ﬁ‘r 54 927l Bk AZES
M;(]E _ﬂ_l:a‘]— e o}]\

@ DHCPE °l&% H“‘% Q1A 7Hte.2 w7l URLS

Bdsjel YENZ 4%
@ vENZ A2 A A

b s A F(SHA) st Aoz && 71e?
@ SHA-512¢] Q&€uAA] Ao Aol 22 pitso|th.
©@ SHA-256] Qewalx] Hd] Zo]& 2™ hitso]th.
@ SHA-19] HAIA] tho]Al2~E(message digest) Aol 160 bitso|th
@

=] ok o
§l’ Ei W

A w SHA-512+= SHA-384H
= (round) & A

Z 7 L(control flags, 1: on, 0: off) 6 bitsol
gk gk 0100010] ojwske= A2

@ SYN(synchronization)® RST(reset) #te] 1¢]t}.

@ ACK(acknowledgment)®} FIN(finish) ko] 1]t}

® URG(urgent)®} PSH(push) gto] 1o|t}.

@ SYN(synchronization)¥} PSH(push) #te] 1o]t}.

10, AW weto] g AHow £& AVE WE 1 AL

7, 802.11boll A AFE-E
7| EOF2 ARgtY,
L. WEPE ARdol &8 HlE7|E Q5o AHE-ght,
=) RADIUS ZEEFE dM~ IAE(access point)2t
A SR Aol ARG EE ZREFo|h

WEPE= RC4 ¢33t daue)ss

=3 8021}(b EE 7|9 J2A Vs Awsid A
(authenticator)= RADIUS A #|o]t},
@ j, L @ v—]y =
® v - @ c, =



Fio

4

i

Hu

| UHEHI we || ©@uy | | 2EZ |
*11. 2E }\ZH TA g3 Aoz x| ke AL £ 17. TCP AR &to]AZ (session hijacking) &2¢ HoF oz
@ TCP Full Open 2ol At Al2gle] ZEZL A3 7 $A oo AL
4 }~ TCP Three-way handshaking®] =& 342 #zIt}
@ TCP Half Open 2014 ol 212909 EE7} 921 49 D fverse DNS Lookup 57
AN} SYN AIHES ByE giak A]28lo] SYN + ACK @ ACK Storm ®7
ATUER SHstal 44 SA] RST AIHES Hu ©® A7 F23} A4S F7F BA
AL I _
2= Wb T’:}\ E}_‘]—_ H| =7 AR %X
3 L FIN, S AqolA g Azde] eI el @ TCP <4 M3 (sequence number) H]57] AHe] ©X]
ASolwt FAz A RST AMIHEZL HEolen, &3
Aol obel Sl {ith T 18 Yl BeE Ao g dgow $4 B A2
@ Ulf;;m? Mrlﬂ” Wgﬂlj jHE]ﬂ ?H ]T ﬂ: ;lf%;% @© 9 (pharming)ole =MQlE DHSAY MYIES Fo
AX unreachable 7% At EY Arole o =
olel ool 9l DNS9| olF< & AREAE 2% IAlolER @ Qlst
U]—Eoi 7HO ?H_l;.l_—_ Zs}b Al 0]1:]-
& 12. DoS(Denial of Service) &7 3o ddal= AL? @ YA (phishing)ol#t A YAlolE9} Aol FUsHA FHA
@ Stealth Scan &4 7R IRl ER B AoARE gHsl= Aol
@ Smurf %7—1 o o
3 Man-In-The-Middle 27 @ Man-In-The-Browser 3242 $E&9$A o Ha=s
@ Eavesdropping &7 AAjste] rpAoA FAEE gulo]A Wes =AsAY

9o uzss FA0E SSU/ILS 59 B BATRE
GEstA gon tea] PET

13, Het £7 A4 dig ABoR &4 ¢ Ak BF 18 A2?

: ; = = |KeR 3]

7 SS0(ingle Sign On)= sl A Aage T @ o2 EY FAevil twin attack)® AR AN 3
?l? }\]/\Eﬂ“’]' o:]ﬁ ] 1:]'TE: /\]i]:iﬂoﬂ “7|:7]'7§1?l ?l—o‘ A)o o] rx= Ex 01:1:10 ) AA}s] A AlLO 2 H
374 glo] ZuolE /)5S A2, gl 29l e B4 fHdeR s 34 Yoz

L. PKI(Public Key Infrastructure)= WEHZ HoFS 2% ARE 53 d AMSHE

7<ﬂ ’5‘}7] sl S EAEkL A e o] ofd

5 2 59 7%E AFsith
= FDS(Fraud Detection System): tdsh WEHA
71719 A5& F Aste= 75S AEd . BAE 7k 2QE] A RS B EAEA ExlE

@D Inverse Cipher

—— T T H
2. DRM(Digital Rights Management)> %4 9% #HHY
’ ' FA) =l = AL o
%@_’ %‘oﬂ 3&@_ X\j}% :{ﬂ?}j’% g;ﬁg}_% 7]15_% Zﬂjoléj‘q' %AoiEg] v/—\—'_l tHai(StaCk OVGI'ﬂOW) 07—:]1& ‘1|7]
sl 28 Joqs Al ErbsstA wEth
D @ v = .
3 v @ = L 28 PA(misuse detection)= AHE TANHS
ggd AZdol(zero day)9t 22 Mz FH 9
14, tgold Al Hot TR EF| EAJL? 2AS B3 g AlgwT)
SAAANA A7) & HAYET} mEFHERE O 5 =, o] B (anomaly detection)= S4E 7kl YES] A
A g A B A on fer A AYRA Azdel BT A5H F AE WA
= .
o o 7|7 A E SukE AN dE s
&

@ Zero-Knowledge Authentication 283 SAMeE AL B b AHgdn
@ Perfect Forward Secrecy 2. False Negativer A4 ¥4Yd%E +4& ©A5H4
@ Second Preimage Resistance L3l= AL ou]si)
15, 5945 QR T dusl duest 5o} dagsol = o @ 7, v @ 1,
483 22?7 @ v - @ c, =
@ Counter
@ Output Feedback )
® Cipher Feedback 20, ool A Al ) Hob FHepge?

@ Cipher Block Chaining

oX,
[~
fu
)
(m
ASH
}_

!

299 AolEd WEF AL
raged o8 FAA mg B9lE S
AEE AHgAe duekeAes

16. DNS AH2RH 42 & Je dais F7% 2 o] &4

g A?

@ NS(Name Server) — z} Zu|Qle] gt 7 o] Slojof 3},
DNS AMHE 7170t

@ MX(Mail Exchanger) — EH|Ql o] 5202 HW
TAE BES AR

3 PTR(Pointer) — =H|0) o]2d|| [PFAZ u]s}= dake st}

@ CNAME(Canonical Name) — 32E9] th2 0|25 Aojah= b
AHEE T

W19 19
oX
>

i1kt
o2,
A
B3
&
=
]Ig
>~
>
o
m
-3
X
i
o
[
)

g

P

® 0o e
2
2o
ol
ol
>
&O
rlo
0
m
2
EY
2
BN



