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TCP 0.0.0.0:21 0.0.0.0:0 LISTENING
TCP 0.0.0.0:25 0.0.0.0:0 LISTENING
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
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@ Telnet

® SMTP

@ HTTP
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21H ZTE= FTP & A0 ¥H, 258 ZTE= SMTP 80HH
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@) Telnet I:—é';il)_l
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20 - FTP 47 HloJEf M&
21 - FTP ¥Z A] 213 MO HE M&
22 - SSH(Secure Shell)
23 - telnet

25 - SMTP

53 - DNS

80 - HTTP

88 - HHEA(Kerberos)
109 - POP2

110 - POP3

143 - IMAP4

161 - SNMP

220 - IMAP3

443 - HTTPS
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Top 102 9| @42 |X| %2 He?

O SHAsHA] &2 AR 2
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(Poor Authorization and Authentication)
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<QE HI> @ AUFHA A2 MHAH2 ---> M6
(Improper Session Handling)

@ Zofst A3t & 0I5 ---> M5
(Poor Authorization and Authentication)

@ QHMGHA| 242 HIOJEf M& ---> M1

(InSecure Data Storage)

OWASP Mobile Top 10 2012-2013
M1 QrMSHA| Q42 HIOIE A3
(Insecure Data Storage)
M2 Z{OfSt M = A|0f
(Weak Server Side Control)
M3 2320t d&AES B
(Insufficient Transport Layer Protection)
M4 S210|21E Zi0| ol B3
(Client Side Injection)
M5 2{ofst AstRo] & 01
(Poor Authorization and Authentication)
M6 22425t N4 X2
(Improper Session Handling)
M7 A2|E 2 gle Yol e 2ot 2
(Security Decisions Via Untrusted Inputs)
M8 =t Aol oI5t HIO[E &=
(Side Channel Data Leakage)
M9 (oSt 5o}
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OWASP Mobile Top 10 2014
M1 Z{ofot MHZ H|0f
(Weak Server Side Control)
M2 QrSIA| 342 HIOJE A&
(Insecure Data Storage)
M3 20t dEAEQ B
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M4 9|=5HR| 2 HO|H &2
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M5 Zofot HTHREN 2! Q1S
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M6 2ot f ot
(Broken Cryptography)
M7 S2L0|E Z019| QIMM 22
(Client Side Injection)
M8 4lZI3 4= gle Yo st =ot 2H
(Security Decisions Via Untrusted Inputs)
M9 SAHTH M Az
(Improper Session Handling)
M10 sfolL{2| £ OjH|
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2012147} 201442 2 L3, 2016401 o2
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M2 QHMSIA| 242 IO A&
(Insecure Data Storage)

M3 CHASHR| g2 S
(Insecure Communication)
M4 QHMSIA| 2 2F
(Insecure Authentication)
M5 =20t Y25t
(Insufficient Cryptography)
M6 QtZSHA| o2 HoHR O
(Insecure Authorization)
M7 o|8z} ZE E3&
(Client Code Quality)
M8 TE Hz
(Code Tampering)
M9 o235t
(Reverse Engineering)
M10 2EQ3%t 75

(Extraneous Functionality)
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tt. @ lsass.exe sSmss.exe mstask.exe
umask BHOE Sl M AEE HeS HAL £+ UCk
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HZ d #Sh 110 110 110 = 666
umask -) 000010 110 = 026

B2 S &t 110 100 000 = 640 (C}) mstask.exe (Microsoft Task Scheduler)

Aol uRio|Lt YHI0|E0] BHAE XS AAZ2f0lC

O] 2= Briot TYo| 44 HHS PEGES umask 1572
2710 20| OB T Of2iRS EiK, Ol & EA| 13
U2 et B £25t=2 Sict)




so|so|2y

2 17 BI QHEES ZHo| CjSWH 5 Ao
MY ABE XA Ao 2EH Do 2H =
SoF ANE 4 YEE S wHe?

@ Stack Guard

@ Non-Executable Stack

® Stack Shield

@ ASLR(Address Space Layout Randomization)

g @

@ Non-Executable Stack
71 7| 2400 QHEESR Yol 7[Ho R, AROAM ZET A
2] F=E HHot= AO|Ch(NX-bit HF)

<@ AH3A> @ Stack Guard(AEH JtE)
ol=Z2|e] E4%t fIR|(ret 20l tLt2|(canary)2te E4% a2
ZoIEo], T2 YA ST ZHLE| 20| HREUS B2
AR FHO| HREQICHD HHEIH T2 1S S=o= Y
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z A UrE FA0t BARHE YiE

£ H|W3I0{ HREU=R| 20I5HE B4l BHO|C

@ ASLR(Address Space Layout Randomization)
=224 SAS oZEA S5t7| fI6H ARO|LE &, 2t0|E2f2]
So| FAE UYOR HBNA F4 B0l BIREORM A

[ DCE BI0[B{ Q] =47t BHHA| ot Y#OICt

@ HI QHEZR 54 t3d

1 HH QHEZR0| Fofet H& 2H0|832| B+E ARBSHA| &
=0t Bl A HAE St Y= #E C2H0|222[9l
strcpy(), strcat(), gets(), sprintf() SOIC}.

2. U ghe dAIe £4 YT ZorE0[ 1 LTHR|E AHSk=

fAIZ Dot

L DRIHY Al I 77 ZEAE i

. HI QHEZ L0 2FMSt 2t0|E2{2| 5 AFETHT

5 A4E Ho QHEERS WA J|HEE ARESICL  Libsafe,
StackGuard, StackShield 50| QJCt.

6. 44 M CTE ARSI B2 A4S 0] HIH QHER

2 Zgs gapid & At

0L

> w
]

http://giveltake2.tistory.com/

2 18. MXAIQEAMH|A #H =2 EZ0 gt MHo=z
2% %2 #H2?

@O SMTP(Simple Mail Transfer Protocol)+= &A1X}H
Hd A2 8E AR WA A2 HAIR] &
2 gyl

@ MIME(Multipurpose Internet Mail Extension)2
SMTPE &74stol ede, Hige, 38 mg I,
71t o2 &R0 HolE mdS FuvtS & Qo

® Secure/MIME2 MIME H|o|E|& %
st 7leg ol&sto A=}, AF, HAIR
SAA BAYA] 55 A7t

@ IMAP(Internet Message Access Protocol)2 POP3
ot th2A SMTP 2 EZ35 9JESHA] L, ot A
o] &2 AHollA AA|gHCE

op 1o

4o

g @

@ IMAP= O|H|YES HOE RES MHO|AM ArASHA| 2f=Ct.
O™ M7t &= A2 POP3 Z2EFO|C,

IMAP(Internet Message Access Protocol, QIE{4l HIA|A] & =
Z2EF)
HAHY =4 Z2EEF, HOE AH S| 42, T2 oF 22
o 2%

POP3(Post Office Protocol)
HAHY =M Z2EF, 3IQH Ats AA, A5 CHe

<QE A3 > @ SMTP(Simple Mail Transfer Protocol, 7t0| &t
om A4 DREZ)
MY S m2ED

@ MIME(Multipurpose Internet Mail Extension)
7|2X0 2 TH|E OtA7| At 2| A5Hs SMTPS| ZAHI& SHZE
StaZr SMTPE S50 2L, HIT|Q, 38 T2, JIEt
0lzf 29| HIOJE LYS FIYS 4 YRS BHE TREZ|
Ct.

® S/MIME(Secure/Multipurpose Internet Mail Extension)
MIMEE E356}7| ol S5t & QI=2S X|¥ot= 7|&2, RSA

S 0|83t AS7|H EQ= it



=

Ho

O|=0l&Y

19. CIXY EAAOA HlO|E{Hlo]20 YA Tho|
2% HEo| 2AM U WM oIyl s 2%
st BA wHer

@ 2Un 28§
@ MRTG(Multi Router Traffic Grapher)
® CAATs(Computer Assisted Auditing Techniques)

@ UEAD 23 A A

g®

® CAATs(Computer Assisted Auditing Techniques)= C{|O|E{t|

<QY HI> @ AL|H(Sniffer)=

0|20 QUi CHOl =015
Sl el B WHOE, LAY TAMOILL YHAAHL

= T

Al S0l Ol 8EL.

27 HEo| 22N U RS

HERZ H2ls Alte =+

o|Ct.

@ MRTG(Multi Router Traffic Grapher)= UER3 E2jz 2L

BIY Y B2IS SIeiA ALBEID Qi ®gel Solct
F7[HO2 SHHYE EA5I01 1 2UE off % prgel 12

TMLOHY 2 Hgst] g H2tRAE SoiM

E

E_

9

mjo

Hl

| |:|O|'

r&"
I 0

http://givel

20.

OoF
s

Mo

L
™=

He?

@ Reflash XSS 54

@ Reflected XSS =24

® DOM(Document Object Model)
@ Stored XSS 224

=NO)

XSS(Cross-site Scripting, 224 AIO|E

Cross Site Scripting(XSS) &4

take2.tistory.com/

8o sligstx|

718t XSS 24

A= 2 AfolE

of oy AIYES HYS T CIZ AR Y22 |E0

ArEAS| SEO[AHEO|A e Z2 10|
dEE |REA7|l= 340|CH
XSS S&0l= A& XSS, HiA} XSS, Dom
C}.
@ Reflash XSS &240|2+ QiCt.
<@ H 3> @ HtA} XSS 24

Hi = 7T

A|0H5|E§ o}OZI 7|.|o|

7|8t XSS 20| 3

7| Reflected XSS)2 URLC| CGI 9!

20| ATYE ACE YUshs B YHOICH A0 24y

=54 38
URLE HHESIH AtAZ} S22
DASI= HiHO|CH A=
URLZ O|H|Y HIAIRILE A
7| BHIZSHCH AFEAR= O] URL 23
ATZETE AHEAY| HatRA0f| A £
3 DOM(Document Object Model)=
2= EME BS5E W3C &
DOM 7|4} XSS 542
T2 EAEH DOM AHE LY
AtHt AJREZE E5) A
olck. o[ Aoli= #1920

a7 ROI‘/\‘l
So=S T
Z

3£ =2
= =2
acu%

TML

bR

@ XSS & Z (Stroed XSS)2 2 A{H0]|

o oM
HU
_>T‘_
o
o
r

gorir
N

Y& U=
ALEALO A

F oo |[H X X oo ©

23S Ef%@ %EE

H|ofA|of H2
HEHE[O ALEA} Hate

FESH BIZ AMEAE

483t #, ol

AEATZ0
HIZ2 oty

URLS

L2 XMLEA 5 7

Al E—i— APIO|LC},
BHe A8l Hate

27t HTML [0
[e]

ASEA 2

=
=
o2 Yt

ot AJRIEE G

S YHOR, Y MOIES| AAH, AHEAt
= oﬂ M AELE_IEE AFOIOH = |:|.' }\|.

oM, M



