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@ Shoulder Surfing

@ Cross Site Scripting

@ SQL Injection

@ Cross Site Request Forgery
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@ Fingerprinting 37
@ Race Condition 22
@ Session Hijacking &
@ Heartbleed &2
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<H7] 2>
iptables -A INPUT -ieth0 ( @ ) 192.168.10.10
(©)tep (©)8 -j DROP
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@ —ip —proc -
@ --ip -p -—port
@ -d -proc ——dport
@ -d -p ——dport
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@ RootKit

@ Format String
@ Hypervisor

@ Reverse Telnet
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@ /bin /home Jetc
@ /home /Jetc /bin
@ Jetc /bin /home
@ /bin Jetc /home
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TCP 0.0.0.0:21 0.0.0.0:0 LISTENING
TCP 0.0.0.0:25 0.0.0.0:0 LISTENING
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
@ FTP
@ Telnet
@ SMTP
@ HTTP
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14 (Server Side Injection)

tlo]E A %HInSecure Data Storage)
915:(Poor Authorization and Authentication)
A4 2 2] (Improper Session Handling)
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@ 026
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@ smss.exe mstask.exe  Isass.exe
@ smss.exe Isass.exe mstask.exe
@ lsass.exe mstask.exe  Isass.exe
@ lsass.exe Smss.exe mstask.exe
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@ ASLR(Address Space Layout Randomization)
@ Stack Shield
@ Non-Executable Stack
@ Stack Guard
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@ MRTGMulti Router Traffic Grapher)
@ CAATs(Computer Assisted Auditing Techniques)
@ HEYA 21 A £4

20. Cross Site Scripting(XSS) #4580 sigdstA] ¥ A2

@ Reflash XSS ¥4

@ Reflected XSS &2

® DOM(Document Object Model) 718+ XSS #4
@ Stored XSS &7



