% A" 2HE . AFEAEN23), HESIRH24),
SEAAHEE2HK38)
% AMEO0| AIFET| M| EXIE HIX OIA 2.
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CODE: 23

1. Ot <E7|>e| M nl J1& 2AU

a2

>0
rr
o
ro

~N)

< H 7] >

3= -o]vHVon Neumann)©] 19451 39]] “XL

golH & F7AA&A A AA3 t}s olE =
A

A g7} W] He Ao A A
Aetstgde}, ol QLU mE AFH TR
NEAbel © Ead Aol ¥tk

O =13 N2 (Stored Programming) 3 37E
@ dlole WA (Stored Data) 75FH

@ Z=okxefdx] A Central Processing Unit Oriented) 7357E]
@ FTYAAA*] T4 (Control Unit Oriented) FA+FH

. Ck2 <&E7|>8} ZHo| o|ZIFE A%} B Zfo| Fo{xe o,

A XOR B=7?
< H 7] >
A = 1011 1000, B = 1100 0000
@D 1111 1000
® 1000 0000
3 0111 1000
@ 0111 1111
= & AFE UMD AR 7|HA&A| 2te| SAlS
off MX|st A|AHE HATL ofd ZH27?
7HE M @ dlo]y Hx
T4 HA @ Ao ¥

@@ﬁﬁ

. Ct2 & CPUW B X|AE{Z} ofd H2?
@O MBR(Memory Buffer Register)

@ MAR(Memory Address Register)
@ IR(Instruction Register)

@ DR(Disk Register)

. CFS2 TCP/IPQIEUI TZEZNM AlBE=
A2 7F JFEF H A=2?

@O XE(Port) 4

@ IP(Internet Protocol) &4

@ MAC(Media Access Control) T4
@ o (Relative) T4

6.

Cle <E7|>9 Mt J1&F 7712 RAID(Redundant
Array of Independent Disks) 2|l Feiolr|?

< H 7] >

- A& Mirroring) Y2223l Sk},
CHa3 0f A AT HloE BEs) Ahssi,

- RAID ¥ 7F¢ = Wlgo] o] =t
@ RAID #H® 5 @ RAID #H% 3
@ RAID #H# 1 @ RAID #H% 0

Bee SErh vl
Foe

- olejd BANAS A F FA Aole] CPU
Wegol AuLwst fAEE £wo vmels

D HW=2a HH

@ SSD(Solid State Disk) W3
@ 7§ (Cache) ™= ]

@ PC(Program Counter) ™ 5.2

Cl2 = TCP/IPCIEY ZZEZo|A SEXoO %
LFHOo 5§82 SlM SE2ZHENd to End)oll A=
g = U= SM7[sE M3st=s AS=2?

@ S8 (Application) A=

@ YEY A (Network) A=

@ A& (Transport) A<

@ dlol8 #A(Link) A%

CHS & TCP/UDP EZE(Port)& 7|HISZ ALEX|Q|
QLTE oy o] MHZE HF35I8 245k 7[s2
St= AQ(X[ Fd[=?

@O L1 2=%1A @ L2 =97

@ L3 =914 @ L4 =9A
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10.CtE <B7[>0M HdYst= 7|2 YA HAOA [12. 8 & A& (Thrashing)oll CHet dH¥<o = JHE

F& 7|s0l2t st=71? se Ade?

< H 7> @ F N ol Aol M=z A #iol
Eu7ints ZlvEa 7] witol AabHq o
- gsxa2adgy OS A AlgAEe] Ads SIEAL 9T E x| Rl HAS oln] s}
S TEAAES AR TR0l AAdEE @ CPU HAE7} o ZaxrdA SAE=9g=
AR 71l AARERte] gl 73 ARSAPL 31 Bojsrd, Ados CPU B AE7}
2% ZRALES HAgite] SEE wriA] 71 L2 A7) AL 2 dE= AL oulsi).
A El(Pending)7F it ©]9] sdS flal A4 @ CPUZ} Zoa:e Adgsty 9o u ox=
TR A A oL 5T Ha FHoll steolo] =9 FA} o] A3lo] HFAIEA
AN v, 1Al AAE o7 a3kl Ae)7F Bagk 45 CPUelAl &e A2gd 4 s
Sher Wl o]=HE AAfshs A s AR 3= AL ow| s},
ok 2|4 Ae Fol BER w2l @ oA FA7} vF A5 dojup ZmA 2 Ao
Z29o 3w xagd Asd o] ZaA~v} Hul= ARMEG so]x] wlAlel] o W ARk
29w te ZeAso) 1 EdEe 28 Arlehs @S Avee
& = U Hlo] 1 ZEAE Al (Pending) 7 _
At} o]o] AL 95 TIEHY A ZTIUE 13.CIEg <&E7|>= sHol2ts 7HMel £482 LIERf
S7] 23 EAF Tam dodd] 2EL 3 The UCH. HOJE{H Ol A FRA| “MY"E |27 &
3] Z2o) ehuE ST ieiAul damo ALEsSH7| Zzie o| /2 JHE ENEer A2?
Y E9st=S oo TAAE AT <R 7>
A, B, AF, T4, FHED)

@ SPOOL(Simultaneous Peripheral Operation OnLine) 7]%

@ Aw}3Eo(Semaphore) 7] O L3 AHE 717 Aol F W o] EX)

@ Y2 d=(Multi Thread) 7] g = Ut

@ 713 52] (Virtual Memory) 7]% @ AH= 719s7] ofH

@ A= Aot w2 Agke] A9 HH
11.cl2e oAA|AE D} O O|E|H 0| AA|AES Aodst @ A 719 33hs wWol e = s

Zolct S8 dH2?

D "o Bl H o] ~A] ~Hlo]| = Ho]E e Lz 14.EHE & 2ZES0 4YFI| 2 F Bohead| HAlSH
Mol WAsEy Bdo) Qe Zeoguse | L8N dEPY| REo=EM MY AN ZEO2
WA FBort gt SiH, EteM HE, HE A BN, MA|, 73,

@ dlo]EHjo]| 2| Bl A= Al FdE A7 |mjol|A] HAE, RAIEFe HAE S 2ZEHOE
zaeelo) Bed eyl Ee Ausyppyte | JHESHE 2887
A F5h7]) Wi Helo] ZslEt, O Fx5 2

@ FIA|2~EL- 9dS A5k dl 5= (Record) ol @ ZREHY ¥
L7t F7HEAY Al ET o] e ARGSh= ® Hdd 2
wE Zgaglo] oF whelsle] WAsolof givy, | @ RAD B

@ A= spdeke] = A (Critical Region)©]

15. Ckg & Cl|O|E{H|O|AA|ARIOA] Al8shH= HIO[E] A0{7}

A7%]7] el 9Ae] “sAE-{Concurrent Sharing)
2 O (Multi Access)©o] 8ol

ol H2?
O DDL(Data Description Language)
@ DHL(Data Host Language)

@ DML (Data Manipulation Language)
@ DCL(Data Control Language)
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16.CHS <&27|> & FZ HOo|SolM Z2 Eo|E2 |18.CI2 <&E7]> & ZF MYy dxX|sk= Hlo[e 7==
LtEt = Jte MEek sQL FE27 7H HE2A| ®X[o{x HA27?
< ®H 7] > < ®H 7] >
[Z=2 glo|&] @ WA F7FE o] WA AAEHG
=55 | =2ud |ZEAgZ]| 2 © WA F7he o] yFol AlA T
A001 apple P03 10 © F=o] Frhe Aol gakglel AlAHL
A002 melon P01 5
A003 banana P06 45 D 2 o] ;9}\ -~ /\@Eﬂ
A004 carrot P04 5 = ]
A005 apple P03 35 @ =9 DA =E Tt
A006 melon P06 25 ® T S AAY~E
A007 banana P06 20 @ g Tt AAY2E
[A 3} Hlo]E]
=Ead | seAE | 5% 10.CH& <EII>0lM duste 27
apple P03 35 < H 7] >
2bpe o D ~ Qe Yol MEga A ARAE o3
carrot P04 10
banana P06 A5 A AA 7oL} HlolH £4F T BES dAE
melon P06 25 Edisy
banana P06 20 - Ho|HE HAXA7HA] MEA, 4T SE=2
AF A QA By Y8 HgE, XS F
@ SELECT F%ad, FuAlE, % FROM T JEH A AL 93] Fo4x HELY=A
WHERE 4% >= 10 ORDER BY A = Aol % SeZae] FA FoE A TF
ASC, &% DESC ; o7 wWwHF= oy 7H 7ES A=
@ SELECT Fwa7, FEA1%E, 4% FROM Fi g-ofo]t}
WHERE <% > 10 ORDER BY F&A%
DESC, 5% ASC ; O NTP
@ SELECT T, FAFE, 7% FROM T @ QoS
WHERE 4% <= 10 ORDER BY F&AE © RADIUS
DESC, 48 ASC ; @© SMTP
@ SELECT F&¥3E, FuAlH, % FROM T )
WHERE 2 >= 10 ORDER BY F&ax= 20 e <27I>0lM dBshs AE
ASC, % DESC ; < H 7] >
7wl QEUS o]gde] FAAHRE
17.CE2 & U2l ol Sl AMH[AECH ZM 22 XS Adst= Ast B 7z AEs Asian) s
AAM{ste 22y JIXZo2M Tz ABUE | | ggsey AeRy. BY EE ZrEIE
SaliA Y2 T) A 5=, oot 271 B ITU H.3232 IETF SIP(Session Initiation Protocol)”7}
A £2 Xiot STholl X3 OISSL MHIZE MBS | | g5 sjolegelg o83 FFARHPSTN T
sk 71527 AZE & gtk
D EF5F2(Bluetooth)
@ FAEA(Femto Cell) @ IPTV
@ W ¥ (Beam Forming) @ VolIP
@ <¢}folato]l (Wi—Fi) @ IPv6
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HIEHIH2! CODE: 24 1/3

HIEHIE O

= FM AP(Access Point)oll M&H 0|E <2
1=t 1o o] [ e v S PN o JFSPSLEPN 4% 2ot
Zs=o| otd W27
@D WEP(Wired Equivalent Privacy) A7 3t}
@ WAP2(Wi—Fi Protected Access v2) A3},
@ Rogue AP=Z thA| i},

41 APell SSID#k& ‘NULL'®= AA g},

(o] 1=]
LS 1=

LANE otofl AES 128H|EE AlE35}0d

M3t A27

O WEP(Wired Equivalent Privacy)

@ EAP(Extensible Authentication Protocol)
@ WPA2(Wi—Fi Protected Access v2)

@ WPA(Wi—Fi Protected Access)

. CHS & 717] elB7|& oM EotkrFEe SIlsE
o|X[gt, FZo| J1& olst ol ZZREE
LA 21, HEX|H0| &0 AH2?

@ ID/PW7IRE 157

@ MAC(Media Access Control)F4& A=57|%

@ Challenge/Response 157]4

@ PKI(Public Key Infrastructure)”]4t 7]7]
483 A57]=

. Cl2e 2M AP(Access Point)7} EfMAE o=z Holj|
Z| 2kst7

m=Zo Az Hx| Al a2 AtetS
|

@3 DHCP(Dynamic Host Configuration Protocol)ll
o P2 dde TA

@ APol| Aol 7hsdt ¥4 dIl= MACTAE
71 E3te] o] & HEgste] HES TASHH

. CiE & S8A30IM S2i=l= Eet=2E320( ofd Zi2?
@D S/MIME (Secure/Multipurpose Internet Mail
Extensions)
@ SSH(Secure SHell)
@ SSL(Secure Socket Layer)
@ S—HTTP(Secure Hyper Text Transper Protocol)

6. VPN(Virtual Private Network)=2

10.

. =S & LHRf=of

= QlE{tlof Eokxd
(Secure Channel)E TS0 S3QIEHE AREUXEH
AMESI= 7|s0lcl EAZEEZR 3AHSUEYTAHS)
Hotx 2 EZS FII5t0f VPNE #HS= 7|==27
(D IPSec(Internet Protocol Security)

@ SSL(Secure Socket Layer)

@ DNSsec(DNS Security)

@ S—HTTP(Secure Hyper Text Transper Protocol)

ol

A0S
AT _I_L%I-: A

AlZloll &8 ZHFHO
AFE7I HAAl 252 Z5HA st 34
(@ APT(Advanced Persistence Threat)
@ DOS(Denial Of Service) &4

@ IP Spoofing &4

@ DDOS(Distributed Denial Of Service)

-
A

ChS <E7|>9| Mynt J1& Il ZHH|=?

< H 7] >

ol
|
N

o

alll

N,

>
|
T,

1o

NI}
ol

L2 g
i—l‘l

2

gl

o
n
__\Ig
u

;

ol
-

oA > o
ie 22 > > foh
N

poy
mlotjlo
E Y
FZi lo
< h
2 g
r-er
e

@ DDOS(Distributed Denial Of Services) X.SHgH]
@ VPN(Virtual Private Network) XQF3H]

@ IPS(Intrusion Prevention System) X.QF%H|
@ NAC(Network Access Control) H.SHH|

Cls & WalHoez & = A= A2?

O ofAdx= 39 Addt

@ WEA B4 A

® waue $Hat =9 A

@ oF-AFe] UF U EY A tist HFA

Cte & 34 UAMA|ARe] 200 EME HI|X|
A2 XE AN U227

@D ICMP Scan

@ UDP Scan

@ TCP Scan

@ Stealth Scan
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11.

12.

13.

14.

CtE & 34APF SAUAX0IA XS =8A 71X

2 M39 ARBAel AXMEH MACEFDR, IPFL,

E—Mail T4, DNS 0|& S2 £0iA 3435 A2
&350 Folz2}t st=71?

@ 2433 (Sniffing) &4

@ 2= (Spoofing) &

2
@ 3ol A7) (Hijacking) &4
@ <21E A E (Intercept) &4
CIS & =ZE| clsol ITA|AE T H oA AH of A
HMst= 2E R2IOS2 AAZUHSE FE o510
Se&el Mg Sl o|AFd=E melsty 32
2|5l ojzH sk &H| =7

@D SIEM(Security Information Event Management) “H]
@ NAC(Network Access Control) %H]

@ MDM(Mobile Device Management) %H|

@ SAC(System Access Control) 4]

II1I7F M= HrEol HII=S dx[et

C=, HHME SolAM HFIE=E ‘Promiscuous’

DEE SESIEE MHESIHC A& Zaf ’iItE

S&EE JHE 2 ddet A27

O WA7p=of 22e Ze| e P49 MACFA7F
W7t=r A2E HFE O [PFAY MACTA7)
SAdg AN AFE = drol &2l

@ WH7t=C =zE ZH AU IPF4ef ATMET)
A2t AFEY [PFA7F FUd A AFEHZ
kol =21t}

© W7k=el =2 =z duie] MACT Aot A7k=r
A2 AFE S MACFA7E 593 A0 AFEH=E
kol =21t}

@ WF}=ol w2l RE 2 |9)S HAFE R w2l

CHE & A HE|T X2 AEEE= A IPv4

Fao st A2
@ 10.10.20.300
@ 168.10.40.11
@ 172.16.10.20
@ 192.10.20.30

15.

16.

17.

18.

ClE & & UESIo Z[7]/ALEAL ASHEXE

Sdll HIEAF0| H2Z& SHsk, UWEHI H5==
717|529 wiAlae| 2 gix|ge|, XAPREE HAES

Sof 22M S50 mal WEYI Fs s8Res
A™siD, 17, ¥ SHEHY Bx| U xSt Seo

7lsE 3|'E HEf 3 EotA|=?

@D SAC(System Access Control) %]

@ AAC(Account Access Control) %H]

@ NAC(Network Access Control) H]

@ ESM(Enterprise Security Management) “3H]
ChS

W27

= o4l 2| F2(MAC)ZH E 5 Ue
@D 00:0C:29:97:13:8C:48:A0

@ 00:0C:29:97:13:8C:48

@ 00:0C:29:97:13:8C

@ 00:0C:29:97:13

=HE] S22
34X AR E‘| MAC =24
£ JI=3

O 2=9A A
@ 1P =¥
@ DNS X3F3
@ ARP 233
Cl2 <B7|>e] &2 DDoS 24 257} erM3IH S
4% 2= 8 EXE Hdet Adolch. =ME 2
H2A LISt U= HA2?
< H 7] >
. 2YHH
L ARA A
T, S AEH]
R o
. 2R
@ =2, 71, ", &, w
@ E’ :7 —]? 1_-’ D
@ -—I’ :7 E? 1_-’ D
@ :1 E’ 1_-? D’ v—l
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HIEAHTHO!

CODE: 24

3/3

20.

A 10.12.99.0/24 | 165.15.0.0/16 Deny
B 10.12.0.0/8 165.15.6.0/24 | Allow
C any any Deny

O &=2A F47} 10.12.99.1, A% F47}
165.15.1.1%1 3jZ & AF-Hr}

@ =A F47} 10.12.99.1, A% F47}
165.15.6.1%1 3|7 & 3{-& =t}

@ =A FA27F 10.12.1.1, A% F47}
165.15.6.1¢1 3§7l & 5]-8-H .

@ =A FA27F 10.12.1.1, A% F471

165.15.1.1%) 3|7 AFEr},

RZote MulAgt ALBSHE 2YAM S8 HA

FHo=z 1E 20| 2lsf JHekE HESa A

SEZ|E|2 TCP Xmas A7Hn} 22 AHIA T E

Ao e85 = A2?
@ Ping
@ netstat

@3 nmap
@ nbstat

ClS = Y EQTAR| SAEE 4SSt O SAET}
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CODE : 38 1/3

SEHAIAEHO

SEAAEHO

HOwooe X oo

=2 dEAIAHo s 7+&d(Availability) 2t
ok (Security Level)Zte| ZAHE HHst Zo|cCt,
= et 4H2?

Hetrsd 7R3l = obd B o] gl
Hebkrsg ol 7H&A o] wolxith
Hetkrss ol 7R R solxith
Hetrss H5H 7R R dobxith

= & AU FEAAEES oS ESE 26l
dafiof & Esoi&o| otd AH27?

e oA

71=4 Bt

SZEO ey Ho

=24 HoH

®ewooe 20

. CH2 & HEAAHO st J1& iEAel J84
(Availability) =427

@ 2=Y-3(Sniffing) &4
@ W Z(Modification) &2

@ $7%(Masquerading) &4

@ FAbn| <A (Distributed Denial of Service) &4

. L2 & MEAAH HEE[XE FHOo|AHLL & Htstod
HEAAHO 2l SHAQ HRIE sk SH2?
@ A}3)-&3+4 -84 (Social Enginnering Attack)

@ AXEQo] FsHA-3-A(SW Enginnering Attack)
@ T7HEAA &4 (Man In The Middle Attack)
@ v} HeobyA(Multi Level Security Attack)

ol

. CE & 88X Aldsel 2ot atd elSH et 7H&

BHAIF H A27?

@ CC(Common Criteria) €154

@ GS(Good SW)E2 A=A

@ KCMVP(Korea Cryptographic Module Verification
Program) <15 A

@ ISMS(Information Security Management System)
A5 A

6. CIS Z 3so|lEg|=E ASA|AE|(Hybrid Cryptography

System)ollM CHA7| et dne|EE AlEste 71

Z o|l7=?

@D otAs g7 Eujgoz I8

@ w2 dolg o]

@ AAE 438 AM7
ke

. CE <E7]> d%dM 9,0,00 o0& E0lE

=MUZ Ligdsh 129

< H7] >

AEe] dES =k e W9 delA A
AHE AYete 7les (@ )l sta, A E
TH=E Aol o izt AEE Adste] B
Hj3E7F o] Fojd A Hx FuiRE FH5ke=
7Ies ((© )olegt o Ed A" Irl=
A A o] Pl W es gt AH|7HA|
A o] AaltA o] FAAERS e VES
( © )ole} 3t

(D DRM(Digital Right Management), < & w}7]
(Watermarking), 8 7 X Y ¥l (Fingerprinting)

@ B AH3Z YUY (Fingerprinting), DRM(Digital Right
Management), 9 Ev}7 (Watermarking)

@B e v (Watermarking), 843X HE (Fingerprinting),
DRM(Digital Right Management)

@ DRM(Digital Right Management), 8 73X HE
(Fingerprinting), ¥ & v}% (Watermarking)

. Ck2 = &7 gdsdnz|=Sn 7EF &Zo| e He?

@ RSA(Rivest Shamir Adleman)

@ ARIA(Academy Research Institute Agency)
@ SPN(Substitution Permutation Network)

@ AES(Advanced Encryption Standard)

. CkE2 & tiE7| =2t wH SoM SHA=H
(o]

(Man in The Middle Attack)oll 7}&F F| kst 2427

O HA71E A &9

@ Diffie—Hellman 7] &8l &arg]Fol o3k v

@ 7] EulAlE (KDC, Key Distribution Cenetr)ol
o] gl |

@ PKI(Public Key Infrastructure)”]|qke] &717] k&
A 2ES 83 -l
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SEHAIAEHO CODE : 38 2/3

10. A7} BollAl 3717] LSAAES 0|85t MA|XIE
et slstol 2l Aot A= O{EH 2S5 515 of
st=71?

O A9 FIW71=2 HAAE d&Eslste] BollAl Kt
@ A9 772 HAXE dEsfsto] Bl A Bt
@ Be] &7lI712 HAAE Lz slslo] B A Bt
@ BY 7IRI7|= wXA]E FEslste] BollAl Bt

1.k & MAS 3ZA(Replay Attack)el 20|
ot ZH2?

@O Z=719¥E 1V, Initial Vector) A&
@ E}J2=E 3 (Timestamp) A&

@ H]E(Nonce) A&

@ £ 35 (Sequence Number) AF-&

12. shHo| A[AH 21FE &Sofl MelE EXl glo] HE
A|2E S0l sl FHZ2e = U= S 22l ME2?
D SSO(Single Sign On)

@ SAC(Server Access Control)
@ RBAC(Role Base Access Control)
@ TSO(Trust Sign On)

13.CIEg & ZARHo0| &Fsto] =2 g etssistn
AFE ALEXO|AH &ssHE mde| 535351 F|1E
UHFCHE Z7HCE N 52 275k YdaE=?
O ¥ (Worm)

@ w3 = vfo]#] ~(Mecro Virus)
@ @A Yo (Ransomware)
@ E = o]&Eul(Trojan Horse)
14.Ct= & PKlo| et MY J 71 X 282 227

(D PKIg+ Public Key Infrastructure®]
Ao duFE ALstal ASAIE
7|HEA] 2" o] T},

@ T2 X.509 ASAE AFEstar )

3 9132
@ AFAe) A7] ojRg el
R EFE OCSPotH

& Wshs e sk 7lue Rad At
9% AhgEE

16.Clg & A<

17.

18.ClE2 E7|oM MdYS=E YA A|AH

MARZE ME|A 7| EXtet RX|IES
stol S& ZFeol W22 HasA
Ol= Ol 3 :r)

— —|o—l— [

o|x—| oz
= 9o (Adware)
® HEEOJ(Backdoor)

@ wja = Hlo]gf 2~ (Macro Virus)
@ ¥ (Worm)

=TIttt 2 &l ST et °"3'E% 0|X|=

7|9k [ Mof| et 2=
O|L} A A= Hiofl lLIOH P
7[HIAN|M 2 X|&SHo{of it
7|gkA|Ho] ofd A2 —'?'—91?.'7}
O AH, 7k, A4+ %
@ AHlxd, A
©® ==, dXx, Ak,
@ HEsA,

rol

T
L

Alz=gle] T U] @ E ¢] (Directory) 7} =t
Eold 9] 37} (Permission)e] 7| 23ks A3}
Al AT el AA g A7
AbEAFE N Al EA s GHo = Z) A AR
So] AAstE 9y == v ¥ E g (Directory) 9
5] 7} (Permission)= A-783t7] 91 gholth

s
RE

@D chmod
@ umask
@ chown
@ touch




19.

20.

ChHS & XIsd A= 2I®(APT, Advanced Persistent

Threat)oll CHet d¥ o= JI& 22 A27

O A9 AA 7FAl w5 S Al o]
o] Fo| Xt}

@ 9 dHo FAEd v Az AR
Hl-g-o] A A =t

@ A" A= 7FssE BE 34 Addof H7

il o7 w5 o H ot

shube] Rzl disia S WMo E XEHA 0w

=S W7kA F45k= Aol

>

1
W)
o
4 Hu

&

Ctg & "MelEEESH ) M25=o w2t S

ZaolMel FAEEHEII MRt oeEoR

sgsE 297t ol He

D BHAM FAROR Hgta dE A

@ WAl oy L £AE Astel Bad A

@ WERR P B AT Slste] Las B

@ BANY AN AT-FAH 7120 52 sto]
gas 45




